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A source node selects a plurality of transmitting nodes to
cooperatively encode a set of original packets to transfer to a
destination node. Encoding produces a plurality of coded
packets and a corresponding code matrix of coefficients. The
coded packets and the corresponding code matrix comprise a
set of independent equations of independent variables in a
system of linear equations, wherein the independent variables
comprise the original packets. A destination node may select
a set of receiving nodes to cooperatively receive the transmis-
sions. The destination node collects the coded packets and
code matrix from the receiving nodes, which provide a suffi-
cient number of independent equations for decoding the
original packets. Decoding comprises calculating a solution
for the system of linear equations.
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1
COOPERATIVE SUBSPACE
DEMULTIPLEXING IN COMMUNICATION
NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a Continuation-in-Part of U.S. patent
application Ser. No. 11/187,107 filed Jul. 22, 2005, which
claims priority to Provisional Appl. No. 60/598,187, filed
Aug. 2, 2004, and which is a Continuation-in-Part of U.S.
patent application Ser. No. 10/145,854, filed May 14, 2002,
all of which are hereby incorporated by reference in their
entireties.

BACKGROUND

1. Field of the Invention

Subject matter disclosed herein relates generally to data
communications, and more particularly, to techniques, sys-
tems, and protocols for use in employing cooperative sub-
space processing when transferring data between locations.

2. Introduction

Limited storage of mobile devices is driving cloud services
in which data and software are stored on the network. How-
ever, in wireless networks, limited wireless bandwidth, vari-
able reliability of the communication channels, and mobility
of the client devices discourages off-site data storage and
produces significant challenges to media distribution.

Wireless communication devices (e.g., smart phones and
other handheld communicators, tablet computers with com-
munication functionality, etc.) often possess multiple net-
work interfaces for use with different network technologies
having different connectivity characteristics. The different
network technologies may each have, for example, different
delay, throughput, and reliability characteristics. A mobile
device that is connected to a remote source node through both
a cellular network (i.e., a wireless wide area network
(WWAN)) and an IEEE 802.11 wireless local area network
(i.e., a WLAN) may, for example, observe different usage
costs and quality of service through each interface. It would
be desirable to be able to utilize multiple available network
resources to carry out a data transfer operation for a commu-
nication device to, for example, increase throughput,
decrease data transit time, and/or make efficient use of avail-
able resources. It would also be desirable if this could be done
in a reliable and efficient manner that takes advantage of
already existing communication techniques and protocols.

Accordingly, content delivery mechanisms need to adapt to
highly variable network topologies and operating conditions
in order to provide reliable media and data services. These
and other needs in the field may be addressed by aspects of the
present invention.

SUMMARY

Techniques, devices, systems, and protocols are described
herein that support efficient and reliable data transfer between
communication nodes via multiple different paths, such as
subchannels, channels, and network channels involving dif-
ferent network technologies. In aspects of the disclosure,
subspace coding generates linear combinations of original
data sets for multiplexing the original data sets into subspace-
coded data sets, which are transmitted over the multiple paths.
Subspace decoding is provided for demultiplexing received
subspace-coded data sets. In some aspects, multiple transmit-
ting nodes are configured to cooperatively perform subspace
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coding to build the dimension spanned by the subspace of the
transmitted signals. In some aspects, multiple receiving
nodes are configured to cooperatively perform subspace
decoding, such as to build the dimension of the subspace
spanned by the received signals.

The solution set to any homogeneous system of linear
equations with n variables is a subspace in the coordinate
space K”, wherein the coordinate space K” is the prototypical
example of an n-dimensional vector space over a field K.
Every subspace of K” can be described as the null space of
some matrix. For example, in a finite-dimensional space, a
homogeneous system of linear equations can be written as a
single matrix equation: Ax=0, wherein the set of solutions to
this equation is the null space of the matrix A. Given a set of
nindependent functions, the dimension of the subspace in K*
will be the dimension of the null set of A, the composite
matrix of the n functions.

In accordance with one aspect of the concepts, systems,
circuits, and techniques described herein, a machine imple-
mented method for use in transferring data from a source node
to a destination node comprises selecting a plurality of origi-
nal packets to transfer to a destination node; selecting a plu-
rality of transmitting nodes to perform cooperative encoding;
cooperatively encoding the original packets for generating a
plurality of coded packets and a corresponding code matrix of
coefficients, the coded packets and the corresponding code
matrix comprising a plurality of independent equations hav-
ing a plurality of independent variables in a system of linear
equations, wherein the independent variables comprise the
original packets; and transmitting the plurality of coded pack-
ets and corresponding code matrix to a destination node.

In one aspect of the disclosure, the code matrix comprises
amatrix of random coefficients. For example, the coded pack-
ets may comprise random linear combinations of the original
packets. The coefficients may comprise scalar and/or com-
plex coefficients. Coding may employ sliding window and/or
block codes. In another aspect of the disclosure, the code
matrix is an invertible transform matrix, such as a block
transform or a sliding window transform. For example, CI
codes may be employed.

Aspects of the disclosure describe methods for ensuring
that the number of independent equations is sufficient for
enabling the destination node to decode the plurality of inde-
pendent variables. Methods are also disclosed for ensuring
the corresponding code matrix is well-conditioned.

In accordance with some aspects of the disclosure, coding
is provided to the coded packets and corresponding code
vectors of the code matrix at intermediate nodes, such as by
applying linear coding to the coded packets and the code
vectors.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing coded packets
received from a source node comprises: selecting a plurality
of receiving nodes for cooperatively receiving a transmission
from the source node, the plurality of receiving nodes being
selected to provide a sufficient number of independent equa-
tions for decoding a plurality of original packets encoded in
the transmission; collecting a plurality of coded packets and a
corresponding code matrix from the receiving nodes; and
decoding the packets, wherein decoding comprises calculat-
ing a solution for a system of linear equations comprising the
independent equations having a plurality of independent vari-
ables, the independent equations comprising the plurality of
coded packets and the corresponding code matrix, and the
plurality of independent variables comprising the plurality of
original packets.



US 9,270,421 B2

3

In one aspect of the disclosure, the coded packets are
encoded by the source node. In another aspect, encoding is
provided by transmitting signals in a multipath channel. In a
wireless channel, selecting the transmitting and/or receiving
nodes may comprise any adaptive array processing tech-
niques. In some aspects, it is disclosed how selecting the
nodes can build the rank of the code matrix and/or improve
the conditioning of the code matrix. For example, as the
destination node collects code vectors, it may build up the
dimension of the subspace spanned by the received code
vectors.

In one aspect of the disclosure, the solution can be calcu-
lated when the number of degrees of freedom received at least
equals the number of original packets. In another aspect of the
disclosure, the solution may be calculated when the number
of degrees of freedom received is less than the number of
original packets, such as when a CI code matrix is employed
for coding. In accordance with certain aspects, a destination
node determines whether coded packets are linearly indepen-
dent, such as by performing a row-reduction operation (or
other algorithms for solving systems of linear equations) on
the code matrix.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in transferring data from a
source node to a destination node comprises: selecting a
plurality of original packets to transfer to the destination
node; selecting a plurality of transmitting nodes to coopera-
tively encode the original packets for generating a plurality of
coded packets and a corresponding code matrix; and provid-
ing for transmitting from each of the transmitting nodes a
subset of the plurality of coded packets and corresponding
code matrix, wherein at least one of the transmitting nodes
has a rank that is insufficient for decoding the plurality of
coded packets.

In some aspects of the disclosure, cooperative encoding is
configured to ensure that the code matrix has sufficient rank
and is sufficiently well-conditioned to enable the destination
node to decode the coded packets. In some aspects, at least
one intermediate node provides additional encoding to the
plurality of coded packets and corresponding code matrix.
For example, additional subspace coding may be provided to
the coded packets and the code vector at each intermediate
node by applying linear coding to the coded packets and the
code vector.

In some aspects of the disclosure, the transmitting nodes
may retransmit coded packets, such as when an acknowledge-
ment has not been received from the destination node after a
predetermined amount of time. In some aspects, new linear
combinations of the original packets are transmitted, such as
when retransmission occurs after a delay that at least equals
the coherence time of the channel.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing coded packets
received from a source node comprises: selecting a plurality
of receiving nodes to cooperatively receive a plurality of
linearly coded packets and a plurality of corresponding code
vectors, wherein the rank of at least one of the receiving nodes
is insufficient for decoding the coded packets; building up a
dimension of a subspace spanned by code vectors received at
the destination node by collecting the coded packets and the
corresponding code vectors from the plurality of receiving
nodes; and decoding the coded packets.

In one aspect of the disclosure, when the receiving nodes
transmit their received signals to the destination node, they
provide additional linear encoding to the coded packets and
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the corresponding code vectors. In some aspects, the destina-
tion node (and/or the receiving nodes) transmit an acknowl-
edgement to the source node upon at least one of receiving a
coded packet and decoding an original packet. In some
aspects, building up the dimension of the subspace spanned
by the code vectors may further comprise collecting at least
one additional coded packet and corresponding code vector
transmitted by the source node during a later time interval.

In accordance with some aspects of the disclosure, the
plurality of receiving nodes is configured to cooperatively
receive the linearly coded packets and corresponding code
vectors transmitted over a plurality of different network chan-
nels. The different network channels may comprise different
multiple-access channels on the same network and/or chan-
nels on different networks. The destination node and/or the
receiving nodes may employ different network technologies.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing coded packets
received from a source node comprises: determining a
required number of degrees of freedom for decoding a plu-
rality of linearly coded packets received from a source node;
based on the required number of degrees of freedom, select-
ing at least one additional receiving node for cooperatively
receiving at least one coded packet and associated code vec-
tor; collecting a plurality of coded packets and associated
code vectors from a plurality of cooperating receiving nodes,
including the at least one additional receiving node; and
decoding the plurality of coded packets.

In some aspects of the disclosure, determining the required
number of degrees of freedom comprises counting the num-
ber of collected code vectors, determining the number of
collected linearly independent code vectors, and/or determin-
ing the rank of a matrix comprising the collected code vec-
tors. Selecting additional receiving nodes and collecting
coded packets and/or associated code vectors therefrom may
be performed until the number of received linearly indepen-
dent coded packets is at least equal to the required number of
degrees of freedom. In some aspects, decoding comprises
arranging the associated code vectors in a matrix, and then
performing at least one matrix operation on the plurality of
coded packets.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for transmitting a file between a server
and a client comprises: generating a plurality of linearly
coded packets from a plurality of original packets; selecting a
plurality of transmitting nodes to perform cooperative sub-
space processing; and coordinating the plurality of transmit-
ting nodes to increase a dimension of a subspace spanned by
the linearly coded packets to provide the client with a suffi-
cient number of linearly independent coded packets from
which to retrieve the plurality of original packets.

In accordance with certain aspects of the disclosure, the
plurality of transmitting nodes comprises a plurality of inter-
mediate nodes between the server and the client, the interme-
diate nodes being configured to receive and retransmit the
coded packets.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for transmitting data from a source
node via multiple different network channels comprises:
encoding a plurality of original packets for generating a plu-
rality of linearly coded packets and corresponding code vec-
tors for transfer to a destination node; selecting a first network
channel and at least a second network channel to simulta-
neously employ in the transfer; and distributing a first subset
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of the plurality of linearly coded packets and corresponding
code vectors to the first network channel and distributing a
second subset of the plurality of linearly coded packets and
corresponding code vectors to the at least second network
channel, wherein at least one of'the first subset and the second
subset has a rank that is insufficient for decoding the plurality
of coded packets, and wherein a sum of ranks of the first
subset and the second subset is sufficient for decoding the
plurality of coded packets.

In one aspect of the disclosure, the first network channel
resides on a first network and the second network channel
resides on a second network that is different than the first
network. In some aspects, distributing comprises network
load balancing whereby a lesser number of packets is distrib-
uted to a network channel having a lesser capacity and a
greater number of packets is distributed to a network channel
having a greater capacity. Aspects of the disclosure provide
for coordinating a plurality of transmitting nodes to coopera-
tively transmit the linearly coded packets and/or coordinating
a plurality of receiving nodes to cooperatively receive the
linearly coded packets. The linearly coded packets may com-
prise random linearly coded packets with coefficients gener-
ated at random and/or deterministically.

An aspect of the disclosure further comprises monitoring at
least one real-time property of the first network channel and
the second network channel, and encoding and/or distributing
may be adjusted based on the monitoring to provide for net-
work load balancing.

In some aspects, encoding comprises selecting a plurality
of transmitting nodes to build the dimension of the subspace
of a transmitted signal comprising the coded packets. Simi-
larly, a plurality of cooperating receiving nodes may be
selected to build the dimension of the subspace of a received
signal. In some aspects of the disclosure, encoding and dis-
tributing are performed such that the destination node needs
to receive coded packets from a plurality of network channels
in order to have a sufficient number of degrees of freedom to
decode the coded packets.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing data to be trans-
mitted from a source node on multiple different paths com-
prises: selecting a plurality of original packets for subspace
coding to generate a plurality of linearly coded packets from
aplurality of original packets; selecting a plurality of nodes to
cooperatively perform subspace processing, whereby the plu-
rality of nodes employs a plurality of transmission paths for
transmitting the plurality of linearly coded packets and asso-
ciated code vectors to a destination node, each of the plurality
of transmission paths providing a linearly independent com-
bination of the original packets to the destination node; and
coordinating the plurality of nodes to produce a sufficient
number of the plurality of transmission paths to enable the
destination node to perform decoding to retrieve the plurality
of original packets.

In some aspects of the disclosure, the above-recited plural-
ity of nodes comprises one or more intermediate nodes. In an
aspect of the disclosure, the method above further comprises
transmitting new linear combinations until the destination
node decodes the coded packets.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing and distributing
data comprises: generating a plurality of sub-space coeffi-
cients to encode a plurality of original data packets; generat-
ing a plurality of subspace-encoded data packets by employ-
ing the plurality of sub-space coefficients to produce linear
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combinations of the original data packets; and distributing the
sub-space coefficients and the subspace-encoded data to a
plurality of transmitting nodes for transmission to a destina-
tion node.

In some aspects of the disclosure, the plurality of transmit-
ting nodes may comprise edge servers in a content delivery
network. The sub-space coefficients and subspace-encoded
data packets may be stored on the transmitting nodes before
being served to the destination node.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in processing and distributing
data comprises: selecting a plurality of receiving nodes for
cooperatively receiving a plurality of subspace-encoded data
packets and corresponding subspace codes; distributing the
plurality of subspace-encoded data packets and the subspace
codes collected by the plurality of receiving nodes to a des-
tination node; and decoding the subspace-encoded data pack-
ets to retrieve a plurality of original data packets encoded in
the subspace-encoded data packets.

In some aspects of the disclosure, the plurality of receiving
nodes may comprise edge servers in a content delivery net-
work. The sub-space coefficients and subspace-encoded data
packets may be stored on the receiving nodes before being
collected by the destination node.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, at least one
source node is configured to transmit a plurality of original
data packets; and a plurality of coding nodes are configured to
output a plurality of coded packets comprising linear combi-
nations of the original data packets. The coding nodes are
configured to provide a sufficient number of degrees of free-
dom to enable a destination node to decode the coded packets.
The coefficients of the linear combinations may be randomly
chosen. A deterministic process may be employed for gener-
ating random coefficients. In some aspects, an invertible
transform matrix may be employed for generating the coef-
ficients.

In accordance with another aspect of the concepts, sys-
tems, circuits, and techniques described herein, a machine
implemented method for use in distributing subspace-en-
coded data comprises: selecting a plurality of nodes to coop-
eratively function as a subspace multiplexing process; sepa-
rating a data set into a plurality N of original components;
generating a plurality of subspace-coded components by gen-
erating at least N linear combinations of the original compo-
nents; and distributing the plurality of subspace-coded com-
ponents and a plurality of associated subspace code vectors to
the plurality of nodes, such that at least one of the plurality of
nodes has a number of coded components that is less than a
number of required degrees of freedom to decode the plurality
of subspace-coded components.

In accordance with an aspect of the disclosure, the above
method further comprises: at a destination node, collecting a
plurality of the subspace-coded components and associated
subspace code vectors from a plurality of the nodes until a
sufficient number of linearly independent code vectors have
been collected to decode the coded components; and decod-
ing the subspace-coded components.

In some aspects of the disclosure, the selected nodes are
nearby a destination node in a peer-to-peer network. In some
aspects, the plurality of nodes comprises end nodes in a
content delivery network. The physical wireless channel may
provide the required statistical randomness for the coding.
Codes may be based on measurements of the physical wire-
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less channel. Codes may be generated deterministically. In
some aspects, coding may comprise employing a sliding cod-
ing window.

In another aspect of the disclosure, a method for transmit-
ting data from a source node to a destination node comprises
forming linear combinations of original packets from a
source node to produce subspace-coded packets, and deliver-
ing the subspace-coded packets to the destination node over
one or more network paths. Based on the responsiveness of
the destination node, the source node may produce new linear
combinations of the original packets, and deliver the new
subspace-coded packets to the destination node. This adap-
tive technique can be used to select the number of transmit-
ting antennas and/or receiving antennas in a wireless net-
work.

Additional features and advantages of the invention will be
set forth in the description which follows, and in part will be
obvious from the description, or may be learned by practice of
the invention. The features and advantages of the invention
may be realized and obtained by means of the instruments and
combinations particularly pointed out in the appended
claims. These and other features of the present invention will
become more fully apparent from the following description
and appended claims, or may be learned by the practice of the
invention as set forth herein.

BRIEF DESCRIPTION OF THE DRAWINGS

Flow charts depicting disclosed methods comprise “pro-
cessing blocks” or “steps” may represent computer software
instructions or groups of instructions. Alternatively, the pro-
cessing blocks or steps may represent steps performed by
functionally equivalent circuits, such as a digital signal pro-
cessor or an application specific integrated circuit (ASIC).
The flow diagrams do not depict the syntax of any particular
programming language. Rather, the flow diagrams illustrate
the functional information one of ordinary skill in the art
requires to fabricate circuits or to generate computer software
to perform the processing required in accordance with the
present disclosure. It should be noted that many routine pro-
gram elements, such as initialization of loops and variables
and the use of temporary variables are not shown. It will be
appreciated by those of ordinary skill in the art that unless
otherwise indicated herein, the particular sequence of steps
described is illustrative only and can be varied. Unless other-
wise stated, the steps described below are unordered, mean-
ing that the steps can be performed in any convenient or
desirable order.

FIG. 1 is a diagram of a cooperative-MIMO system in
which multiple cooperating nodes are employed at both the
transmitter side and the receiver side of a wireless link in
accordance with some aspects of the invention.

FIG. 2 is a block diagram of cooperating receiver nodes in
relation to methods, devices, and systems employed for per-
forming cooperative-MIMO processing in aspects of the
invention.

FIG. 3 is a flowchart illustrating methods for processing
coded packets received at a destination node from a source
node via multiple different WWAN paths in some aspects of
the invention.

FIG. 4 is a flowchart illustrating methods for processing
coded packets received at a destination node from a plurality
of intermediate nodes in accordance with aspects of the
invention.

FIG. 5 is a flow diagram of a method for distributing data
across a plurality of subchannels in a cooperative network
according to some aspects of the invention.
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FIG. 6 is a flow diagram depicting methods for distributing
data across a plurality of subchannels in a cooperative net-
work in accordance with aspects of the invention.

FIG. 7 is ablock diagram depicting a cooperative system of
nodes configured to simultaneously employ a plurality of
different networks for delivering and/or receiving a data
transmission in accordance with aspects of the invention.

FIG. 8 is a block diagram of a plurality of cooperating
nodes configured in accordance with aspects of the invention.

FIGS. 9A and 9B depict software components residing on
a non-transitory computer-readable memory configured to
operate in accordance with aspects of the invention.

FIG. 10 is a network diagram of a cooperative subspace
processing system in accordance with an aspect of the inven-
tion.

FIGS. 11A, 11B, and 11C are flow diagrams illustrating
cooperative subspace multiplexing methods used in accor-
dance with aspects of the invention.

FIGS. 12,13, and 14 are flow diagrams depicting subspace
processing methods in accordance with aspects of the inven-
tion.

FIG. 15A is a flow diagram depicting subspace processing
with data interleaving across multiple network channels in
accordance with an aspect of the invention.

FIG. 15B is a flow diagram depicting a method for man-
aging quality of service in anode in accordance with an aspect
of the invention.

FIG. 16 is a block diagram of a cooperating group of nodes
employing a plurality of different code spaces for communi-
cating in a wide area network according to aspects of the
invention.

FIGS. 17 and 18 are flow diagrams depicting coding meth-
ods configured in accordance with aspects of the invention.

FIG. 19 shows an invertible transform matrix that may be
employed for coding in some aspects of the invention.

FIG. 20A is a constellation plot of original data values
before coding.

FIG. 20B is a constellation plot of coded data values in
accordance with an aspect of the invention.

FIG. 21A is a flowchart illustrating a method for transmit-
ting data from a source node to a destination node via multiple
different channels in accordance with an aspect of the inven-
tion.

FIG. 21B is a flowchart illustrating a method for receiving
data at a destination node via multiple different channels in
accordance with an aspect of the invention.

FIG. 22A is a flowchart illustrating a method for transmit-
ting data from a source node to a destination node in accor-
dance with aspects of the invention.

FIG. 22B is a flowchart illustrating a method for receiving
data at a destination node in accordance with aspects of the
invention.

DETAILED DESCRIPTION

Various aspects of the disclosure are described below. It
should be apparent that the teachings herein may be embod-
ied in a wide variety of forms and that any specific structure,
function, or both being disclosed herein are merely represen-
tative. Based on the teachings herein one skilled in the art
should appreciate that an aspect disclosed herein may be
implemented independently of any other aspects and that two
or more of these aspects may be combined in various ways.
For example, an apparatus may be implemented or a method
may be practiced using any number of the aspects set forth
herein. In addition, such an apparatus may be implemented or
such a method may be practiced using other structure, func-



US 9,270,421 B2

9

tionality, or structure and functionality in addition to or other
than one or more of the aspects set forth herein.

In the following description, for the purposes of explana-
tion, numerous specific details are set forth in orderto provide
a thorough understanding of the invention. It should be under-
stood, however, that the particular aspects shown and
described herein are not intended to limit the invention to any
particular form, but rather, the invention is to cover all modi-
fications, equivalents, and alternatives falling within the
scope of the invention as defined by the claims.

FIG. 1 is a diagram illustrating one possible aspect of a
cooperative-MIMO system in which multiple nodes are
employed at both the transmitter side and the receiver side of
a WWAN (i.e., long-haul) transmission link. This figure and
the figures that follow are for demonstrative purposes only
and are not intended to limit the scope of the pending claims.

A node, as used herein, is an active electronic device that is
communicatively connected to a network via one or more
connectors and is configured for sending, receiving, and/or
forwarding information over a communication channel. A
device may have multiple network connectors for a given
network. For example, a device may have multiple antennas.
However, a single device with multiple network connectors is
a single node. In a distributed network, nodes are clients,
servers, or peers. A peer may sometimes serve as a client and
sometimes as a server. Nodes may include super nodes, which
route data for other networked devices as well as themselves.

On the transmit side, a first local group 110 comprises a
plurality N, of transmitting nodes 111.1, 111.2, . . ., 111.N,.
Each node 111.1, 111.2, . . ., 111.N, may employ a WLAN
(i.e., local transmissions 101-103) to broadcast its data to one
or more of the other transmitting nodes 111.1, 111.2, . . .,
111.N,. Thus, the local group 110 of transmitting nodes may
comprise all nodes 111.1, 111.2, . . ., 111.N, that are com-
municatively coupled together by a WLAN.

In alternative aspects, the nodes 111.1, 111.2, .. ., 111.N,
do not share their data with the other transmitting nodes
111.1,111.2,...,111.N,. In such aspects, the local group 110
may comprise transmitting nodes 111.1, 111.2, . . ., 111.N,
that self organize or that are configured by a WWAN control-
ler (not shown) to simultaneously employ the same WWAN
channel (e.g., frequency band, time slot, and/or code space).

Each transmitting node 111.1,111.2, . . ., 111.N, transmits
at least a respective WWAN signal 115.1, 115.2, .. ., 115.M,
into a WWAN channel 99. In some aspects of the invention,
one or more of the transmitting nodes 111.1, 111.2, . . .,
111.N, may comprise a plurality of (M,) antennas. In such
aspects, the transmitting nodes 111.1,111.2, . . . , 111.N, may
generate a number up to M, of simultaneous transmissions
that exceeds the number N, of nodes.

On the receiver side, a second local group 120 comprises a
plurality N, of receiving nodes 121.1, 121.2, . . ., 121.N, that
join together for cooperative reception. Each of the receiving
nodes 121.1, 121.2, . . ., 121.N, receives at least a respective
WWAN signal 125.1, 125.2, . . ., 125.M, from the WWAN
channel 99. In some aspects of the invention, one or more of
the receiving nodes 121.1,121.2, . .., 121.N, may comprise
multiple antennas. Thus, the receiving nodes 121.1,
121.2, . . ., 121.N, may receive a number M, of received
signals that exceeds the number N, of receiving nodes. How-
ever, signals received on multiple antennas at a single node
may be combined, such as may be performed for diversity
combining, especially when the received signals are corre-
lated. Thus, the number of spatial subchannels (e.g., the effec-
tive number M, of received signals) may be less than the total
number of antennas, M,, employed by the receiver array
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depending on whether or not received signals are diversity
combined prior to spatial processing.

One or more of the receiving nodes 121.1, 121.2, . . .,
121.N, may be designated as a destination node. For example,
the local group 120 comprises nodes 121.1, 121.2, . . .,
121.N,, which are communicatively coupled together via a
WLAN, and wherein node 121.1 and node 121.N, communi-
cate their received WWAN data to node 121.2 (which, in this
case, is designated as the destination node) for further pro-
cessing. In such aspects of the invention, peer-to-peer or
multi-hop communications are a natural part of cooperative-
MIMO processing.

Thereceiving nodes 121.1,121.2, .. ., 121.N, may perform
any of various combining techniques to provide MIMO sub-
space demultiplexing of the received signals, including EGC,
MRC, Minimum Mean Squared Error Combining, other
types of optimal combining, Successive Interference Cancel-
lation, and other matrix-reduction/matrix diagonalization
techniques. Some aspects may employ Cholesky triangular-
ization (or other matrix decomposition approaches), over-
lapped subspace detection, maximum likelihood detection,
and/or maximum a posteriori probability detection. Gaussian
elimination, also known as row reduction, is a well-known
algorithm for solving systems of linear equations. Using row
operations to convert a matrix into reduced row echelon form
is sometimes called Gauss-Jordan elimination. Some authors
use the term Gaussian elimination to refer to the process until
it has reached its upper triangular, or (non-reduced) row ech-
elon form. For computational reasons, when solving systems
of linear equations, it is sometimes preferable to halt row
operations before the matrix is completely reduced.

This MIMO-based system may require additional energy
for local communication between the transmitting nodes
1111, 111.2, . . ., 111.N, and the receiving nodes 121.1,
1212, ...,121.N , but simultaneously introduces important
gains for the long-haul (i.e., WWAN) communication. Based
on the richness of the scattering environment, there is a criti-
cal distance between the transmitter and receiver above which
MIMO transmission is more energy efficient than single-
input, single output (SISO), e.g., purely multi-hop peer-to-
peer transmission.

The following mathematical explanation shows why a rich
scattering environment in the WWAN channel produces
capacity gains for MIMO subspace processing.

The time-invariant WWAN channel is described by:

y=Hx+w,

where y is a vector of length M, of baseband data symbols
received by the receiver array having M, antennas, X is a
vector of length M, of transmitted baseband data symbols
from the transmitter array having M, antennas, H is the
M,xM, WWAN channel matrix, and w is a vector of length
M, of white Gaussian noise.

In some aspects of the invention, nodes transmit random
linear combinations of the packets they receive by virtue of a
rich scattering environment. In a MIMO system, a rich scat-
tering environment typically provides a full rank, well-con-
ditioned channel matrix H, which indicates that the system
may exploit the maximum number of spatial degrees of free-
dom (d=min(M,, M,)). In some aspects, the dimension of the
subspace spanned by the system of linear equations (such as
may be indicated by H) is the number of spatial degrees of
freedom.

Ifthe spatial subchannels are sufficiently uncorrelated, the
probability that the receiver array will obtain linearly inde-
pendent combinations (and therefore obtain innovative infor-
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mation) approaches 1. However, if a receiver obtains an insuf-
ficient number of linearly independent combinations of the
transmitted data symbols, it may be unlikely that it can
recover the original packets. For example, the receiver array
may comprise fewer operable antennas than the number of
spatial degrees of freedom employed by the transmitter. Spe-
cifically, the receiver may comprise fewer than the required
minimum number of antennas (M,<d), and/or some of the
spatial subchannels may be correlated. In such cases, some
aspects of the invention provide additional linear combina-
tions until the receiver obtains a sufficient amount of infor-
mation to perform spatial demultiplexing.

The capacity may be computed by decomposing the vector
channel into a set of parallel independent scalar Gaussian
sub-channels. From basic linear algebra, every linear trans-
formation can be represented as a composition of three opera-
tions: a rotation operation, a scaling operation, and another
rotation operation. In the notation of matrices, the matrix H
has a singular value decomposition (SVD):

H=UAV*,

where U and V are unitary matrices, and A is an M,xM,
rectangular matrix whose diagonal elements are non-negative
real numbers and whose off-diagonal elements are zero. The
diagonal elements A zA,= . . . Ay, are the ordered singular
values of matrix H, where M,,,,,, 1s the smaller of M, and M,.

Since HH*=UAA’U*, the squared values A,” are the eigen-
values of the matrix HH* and also H*H.

H can be rewritten as: H=2,_ % uv,*, which is the sum
of rank-one matrices A,u,v,*. Thus, the rank of H is the sum of
non-zero singular values A,. Each value A, corresponds to an
eigenmode of the channel (i.e., an eignemode corresponds to
an eigen-channel, or subspace channel). Each non-zero
eigenmode can support a data stream. Thus the MIMO chan-
nel can support k subspace channels, where k is the number of
non-zero eigenvalues A,;.

In the case where the SNR is high, and equal amounts of
power are allocated to the non-zero eigenmodes, the channel
capacity is expressed by:

k k
C 1 g(1+ P/l‘.z] klogSNR + 1 g(/l‘z) bits/s/H.
B o, m =~ klog$! o, “ its/s/Hz
i=1 i=1

where P is the total transmit power of the transmitter array, N,
is the noise power, so the signal-to-noise ratio is SNR=P/N,,
and k is the number of non-zero eigenvalues A, which is the
number of spatial degrees of freedom per second per hertz.
This is equal to the rank of matrix H. If H has full rank, the
MIMO channel provides M,,,,,,,, spatial degrees of freedom.
However, the rank of H is just a crude measure of channel
capacity. To better characterize channel capacity, one can
consider the individual values of A, particularly, the log of the
values of A, which are summed in the above capacity equa-
tion.

In the above analysis, since the same amount of power is
transmitted in each eigenmode, the channel H whose eigen-
values are all equal has the highest capacity. More generally,
the less spread out the singular values, the greater the channel
capacity is. This relates to the condition number of the matrix
H, which is the ratio: (max A,/min A,). The matrix is said to be
well-conditioned when the condition number is close to 1.

This means that in a MIMO system with a sufficient SNR,
a well-conditioned channel matrix H facilitates communica-
tion. However, one of the problems with antenna arrays
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employed on portable transceivers, such as cellular handsets
or other wireless mobile devices, is that the antennas cannot
be sufficiently separated to guarantee uncorrelated spatial
sub-channels, even in rich scattering environments. There-
fore, aspects of the invention, when implemented in a
WWAN, employ a WLAN to communicatively couple
together multiple nodes and configure the nodes to coopera-
tively function as a MIMO system. Typically, the separation
between the mobile nodes is sufficient to ensure uncorrelated
spatial structure for MIMO processing.

FIG. 2 is a block diagram that depicts a configuration of
receiver nodes in relation to methods, devices, and systems
employed for cooperative-MIMO processing in accordance
with certain aspects of the invention. A local group 120 com-
prises a plurality N, of wireless nodes 121.1-121.N, commu-
nicatively coupled together by a WLAN (depicted as WLAN
links 105 and 107). At least one of the nodes 121.1-121.N,
(such as node 121.2) is a destination for a transmitted signal
ina WWAN. At least one of the nodes 121.1-121.N, that is not
a destination node assists the destination in receiving WWAN
signals. Although the WWAN transmission source(s) is (are)
not shown, any type of WWAN transmission source may be
employed, such as a conventional antenna array configured
for transmitting WWAN signals, a plurality of WWAN base
stations or access points, a plurality of cooperative-MIMO
transmitters, and/or any type of WWAN peer-to-peer or
multi-hop network. Accordingly, some aspects of the inven-
tion may employ techniques and structure referred to as Coor-
dinated Multi-Point (CoMP) transmission and/or reception.

In the diagram shown in FIG. 2, a plurality M, of WWAN
signals 125.1-125.M,, are received by the N, nodes 121.1-
121.N,.. However, for simplicity of the following discussion,
M,=N,. In a WWAN that employs cooperative MIMO, a
WWAN source node (not shown) having a number of original
data packets to transfer to the destination node 121.2 may
combine the packets together into a “coded packet” that is
transmitted in the WWAN. In one aspect of the invention, the
rich scattering channel naturally “encodes” the packets. In
another aspect of the invention, the source node (not shown)
encodes the packets by employing channel pre-coding. In
another aspect of the invention, the source node (not shown)
employs an invertible transform that maps original data sym-
bols to a pseudo-random constellation of code symbols.

The destination node 121.2 receives the coded packet and
may then store the packet for eventual decoding. The desti-
nation node 121.2 will typically require a particular number
of coded packets before it decodes the coded packets to
extract the original data packets. The decoding process may
involve, for example, the solution of a system of linear equa-
tions having a number of independent variables (i.e., the
original packets) and a number of independent equations
(such as represented by the coded packets and their associated
codes (e.g., code matrix)). Before the destination node 121.2
can reliably solve for the original data packets, the number of
degrees of freedom received must typically equal or exceed
the number of original packets. However, in some special
cases, such as when certain combining techniques are
employed, when certain types of error correction are
employed, or when the CI invertible transform is employed,
the original data packets may be recovered without requiring
the number of degrees of freedom to at least equal the number
of independent variables. The following methods described
herein may be adapted to these and other special cases.

In some aspects of the invention, the missing degrees of
freedom may be defined as the number of unknown indepen-
dent variables of a system of equations less the number of
independent equations. In some implementations, each coded
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packet successfully received at a destination node (assuming
the coded packet is linearly independent of previously
received coded packets) may provide another equation for use
in decoding (such as in MIMO subspace demultiplexing).
Thus, each linearly independent combination (e.g., uncorre-
lated subspace) reduces the number of degrees of freedom
needed for decoding by one.

In the cooperative-MIMO receiver 120 shown in FIG. 2,
the nodes 121.1-121.N,, start collecting linear combinations
of the transmitted messages, x,, i={1, .. ., k}. For example, a
signal r, received by the first node 121.1 can be expressed by
the following linear combination:

k
r1 = Z @i X
i=1

where k typically equals the number of transmitted subspaces
(e.g., spatial subchannels), M,, from a transmitter array (not
shown), and a.,, i denotes the i” random channel coefficient
corresponding to the first node 121.1. The set of coefficients
o, ,,1={1, ..., k} may be regarded as the subspace code, or
subspace code vector.

A signal r, received by an n,” node (e.g., node 121.N,) is
expressed by:r

k
o = E Ay, i X
i=1

where the coefficient a.,, , denotes the i”* random channel
coefficient corresponding to the n,” node 121.N,. The set of
coefficients o, ,.i={1, ...k} is regarded as then,” subspace
code, or subspace code vector.

If all N, spatial subchannels are uncorrelated, then the set
of receiving nodes 121.1-121.N, provides a well-conditioned
channel matrix H having rank N, to the destination node
121.2. In one aspect of the invention, each of the nodes
121.1-121.N, calculates its own code vector by estimating its
channel coefficients «,. In such aspects, the subspace code
matrix determined at the destination node 121.2 may be the
estimated channel matrix H. Channel estimation may be per-
formed by measuring known transmitted symbols, such as
known training symbols, pilot tones, and the like. In some
aspects of the invention, nodes may estimate a channel’s
impulse response. These code vectors, along with the
received signals r; are coupled to the destination node, such as
via a WLAN (e.g., WLAN links 105 and 107).

As the destination node 121.2 collects code vectors, it
builds up the dimension of the subspace spanned by the
received code vectors. The dimension of the subspace
spanned by the code vectors received at any receiving node,
such as the destination node 121.2, is also referred to as the
“dimension of the node” or “rank of the node.” Similarly, the
dimension of the subspace spanned by the code vectors cor-
responding to a transmission from a transmitting node is also
referred to as the “dimension of the node” or “rank of the
node.”

In some aspects of cooperative MIMO, one of the functions
of a network controller (e.g., one of the nodes 121.1-121.N,)
comprises selecting nodes in the local group 120 to coopera-
tively transmit and/or receive W WAN signals. Adaptive array
processing may be coordinated by the network controller,
such as to perform “antenna selection” in which the nodes
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121.1-121.N, are selected based on their channel conditions
to provide a sufficiently well-conditioned channel matrix H
having sufficient rank to demultiplex (i.e., decode) the trans-
mitted signals x,. For example, adaptive array processing may
comprise adapting the selection of nodes 121.1-121.N,, until
there are N, =M, uncorrelated subchannels (i.e., a sufficient
number of independent linear combinations of the transmit-
ted signals x, to permit the receiver to demultiplex the signals
x). Once there are N =M, received independent linear com-
binations, the destination node 121.2 can recover all the mes-
sages X, successfully.

In one aspect of the invention, only the destination node
121.2 decodes the received signals r,. For example, the des-
tination node 121.2 may begin a decoding process by con-
structing an estimated channel matrix H. Since the compo-
nent channel vectors may be determined by measuring known
transmissions (e.g., pilots, training signals, other known
transmitted signals, etc.), the cooperative-MIMO system may
include relays that simply forward received signals (e.g.,
signals r; and r,, ) to the destination node 121.2.

In accordance with some aspects of the invention, node
121.1 relays its received WWAN signal r, to the destination
node 121.2 via WLAN link 105. A relay channel, such as the
WLAN channel, may produce linear combinations ofr;:

Bjn =

J12

k
ﬁj[z Oél,ixi]
i=1

[

J=1

where f3; denotes a i subchannel coefficient of a number J,
of'subchannels in the WL AN link 105. Thus, r'; is also a linear
combination of the x, values with an effective code vector:

J12

vi= Z Bie
=

If the relay channel 105 comprises only one channel (i.e.,
J,,=1), then the effective code vector values y, may equal the
o, , values scaled by a constant f3.

The destination node 121.2 does not need to know the
values of o and . Rather, in some aspects of the invention, the
node 121.2 directly estimates the effective channel values, v.
In some aspects of the invention, the node 121.1 relays the
unequalized signal r;, which comprises unequalized known
transmissions (e.g., pilots, known symbols, etc.) in addition
to unequalized data portions. In some aspects, the node 121.1
does not need to estimate its WWAN channel coefficients.
Upon receiving the unequalized known transmissions, the
destination node 121.1 calculates an effective channel vector
(i.e.,yvalues). This effective channel vector may then be used
with other estimated channel vectors to construct the esti-
mated cooperative-MIMO channel matrix, H, prior to decod-
ing.

In some aspects, the node 121.1 estimates its WWAN chan-
nel and transmits those estimates in the WLAN link 105. For
example, the node 121.1 may employ its estimated WWAN
channel coefficients as weights on pilot tones, or it may oth-
erwise synthesize “distortions” on known transmission sig-
nals based on its WWAN channel estimates. When the relayed
signal is received at the destination node 121.2, any WLAN
distortions are imparted onto the synthesized distortions.
Then the node 121.2 calculates the aggregate (i.e., effective)
channel vector.
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The cooperative-MIMO protocol employed in aspects of
the invention does not depend on the underlying communi-
cation model. The protocol can be applied to any environment
where multiple messages are to be simultaneously demulti-
plexed over a bandwidth-limited environment.

FIG. 3 is a flowchart illustrating a method for use in pro-
cessing coded packets received at a destination node from a
source node via multiple different WWAN paths in accor-
dance with an aspect of the invention. The method comprises
receiving coded packets at a receiver via multiple transmis-
sion paths 301. The receiver also receives one or more code
vectors 302 corresponding to the codes that encode the pack-
ets. The number of degrees of freedom required to decode the
message are determined in step 303. A plurality of receiver
nodes are selected to provide the required number of degrees
of freedom in step 304.

As described above, the coded packets comprise random
linear combinations of original packets that are input to at
least one transmitting node (not shown). In the discussion
above, this random coding may be achieved by transmitting
the original packets in a scattering-rich channel. However,
other techniques can be employed to achieve this random
coding, including, but not limited to, employing coding at the
transmitter (not shown), such as channel precoding based on
estimates of a random channel. In some aspects, which are
described below, the coding employed at the transmitter (not
shown) may employ an invertible transform, such as a CI
transform, which may include block transforms and/or slid-
ing transforms.

The multiple transmission paths may comprise a plurality
of WWAN subchannels, such as the WWAN subchannels
described above. The multiple transmission paths may com-
prise non-WWAN transmission paths, such as WLAN paths
105 and 107, and/or waveguide (i.e., wired) transmission
paths. In some aspects of the invention, which are described
below, the multiple transmission paths comprise parallel
transmission paths employed by different networks (i.e., net-
work channels).

The steps of receiving the coded packets 301 and receiving
the code vectors 302 may be performed simultaneously, as the
coded vectors may be transmitted with the coded packets. For
example, in some aspects wherein the channel is employed
for encoding the transmitted packets, pilot tones and/or other
known transmitted signals may provide information about the
channel, and, thus, the codes. In some aspects of the inven-
tion, the receiver may perform channel estimation to deter-
mine (i.e., receive) the code vectors.

The term, receiver, as used with reference to FIG. 3 may
include one or more of the receiving nodes 121.1-121.N,
communicatively coupled together in the local group 120.
The receiver may comprise a destination node, such as node
121.2 and/or one or more intermediate nodes, such as nodes
121.1 and 121.N,. A receiver may denote the collection of
receiving nodes 121.1-121.N .

In some aspects of the invention, intermediate nodes (such
as relay nodes) in the transmission path(s) may provide
encode the packets. In accordance with some aspects, inter-
mediate nodes may convey code vectors to the receiver. In
other aspects, the intermediate nodes modify the coding of the
transmissions they receive, as well as the corresponding code
vectors. In such aspects, the intermediate nodes may provide
linear coding to linearly coded transmissions they receive
such that the aggregate coding seen by the destination node is
also a linear combination of the original data packets. Inter-
mediate nodes may convey channel estimates to other nodes
in the transmission path, either directly (such as by transmit-
ting those estimates as data), or indirectly, such as by impart-
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ing the channel estimate values on pilot signals and/or other
known transmission signals used for channel estimation.

In patent application Ser. No. 10/145,854, to which the
present application claims priority, and which is hereby incor-
porated by reference in its entirety, linear coding applied to a
transmission encapsulates (i.e., masks) the network address
in the packet header. In one aspect, this problem is remedied
by appending a “message address” and header. Acknowl-
edgements are returned upon receiving either or both the
encapsulating message and the individual “network” packets.
The message may be retransmitted until an acknowledgement
is received from the destination node or after a predetermined
number of retransmissions. In some aspects of the invention,
the message address may be changed as the message propa-
gates (e.g., hops) through the network. This is described in the
’854 application with respect to each peer providing its own
linear coding to the packets it receives before forwarding the
packets.

As described above, in some aspects of the invention, either
or both steps 301 and 302 may comprise transmitting an
acknowledgement in response to receiving each coded com-
bination of packets and/or upon decoding the original pack-
ets.

In step 303, the receiver determines if there are a sufficient
number of degrees of freedom to decode the encoded trans-
mission. Specifically, the receiver determines if there are a
sufficient number of linearly independent packets at the des-
tination node to allow for recovering the original data packets.
For example, if there are M, uncorrelated transmitted sub-
spaces bearing M, transmitted packets, then at least Mz=M,.
uncorrelated WWAN receiving paths are selected to provide
the necessary degrees of freedom to decode the transmission.
Spatial subchannels that have different spatial structure (e.g.,
subspaces that have minimal eigenspace alignment) are said
to be uncorrelated. Step 303 may comprise measuring the
correlation between receiver nodes and then adapting the
selection of WWAN-active nodes when receiver nodes
become correlated.

One method for determining if receiver nodes are uncorre-
lated comprises determining if their received signals are lin-
early independent. For example, a Gaussian-Jordan elimina-
tion operation (or similar process) may be performed on a
coefficient matrix associated with received packets. If a
packet from a receiving node is not linearly independent with
respect to other received packets, the packet may be discarded
(or diversity combined with correlated packets). The network
controller may proceed to look for new coded packets, such as
by selecting another receiving node, thus building the dimen-
sion of the subspace spanned by the set of received coded
packets.

In accordance with one aspect of the invention, a destina-
tion node in a cooperative-MIMO system determines that it
has an insufficient number of degrees of freedom to decode a
received coded message 303. Then selecting an additional
receiver node 304 comprises receiving from at least one addi-
tional receiver node at least one linearly independent combi-
nation of original packets. New coded packets may be added
until the destination node can decode the coded message. In
some aspects of the invention, selecting 304 may be per-
formed by the destination node, at least one other receiver
node functioning as a network controller, or by the WWAN.

In one aspect of the invention, if an acknowledgement is
not returned to the transmitter after a predetermined amount
of time, then the transmitter retransmits the message. If the
interval between transmissions is at least equal to the channel
coherence time, then the retransmitted messages provide
additional degrees of freedom at the receiver. Thus, a step of
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retransmitting the message with a different linear combina-
tion of original data packets (not shown) may be performed
instead of, or in addition to step 304.

If a sufficient number of linearly independent packets have
been received to decode the coded packets, then decoding 305
may be performed.

FIG. 4 is a flowchart illustrating a method for use in pro-
cessing coded packets received at a destination node from a
plurality of intermediate nodes in accordance with an aspect
of the invention. The method comprises collecting code vec-
tors from at least one peer 401. The collected code vectors
may be arranged as a matrix 402. A processing step 403
determines if a dimension of the matrix (e.g., the number of
collected code vectors) is equal to a predetermined number
(e.g., the number of degrees of freedom required to decode the
packets). When the dimension of the matrix does not equal the
predetermined number, the method calls for repeating 413 the
collecting step 401, the arranging step 402, and the process-
ing step 403 until the dimension of the matrix equals the
predetermined number. Then the original data packets are
decoded 404 using the collection of code vectors in the
matrix.

As described above, information about the code vectors
may be transmitted with the coded packets. For example,
transmissions in a wireless network typically include known
control information (such as pilot tones, training sequences,
etc.) that can be used for channel estimation. Generating the
code matrix 402 may comprise estimating a MIMO channel
matrix H. Comparing the matrix dimension 403 may com-
prise determining the rank of H, determining the number of
code vectors, or determining the number of linearly indepen-
dent code vectors. In some aspects of the invention, step 403
may comprise performing an eigenvalue decomposition of
the M,xM, correlation matrix R=H”H.

In a MIMO communication system, signals transmitted
from M, transmit sources interfere with each other at a
receiver comprising the receiving nodes 121.1-121.M. Thus,
interference cancellation (such as matrix inversion and/or
various forms of adaptive filtering) may be employed by one
or more MIMO combiners to separate the signals. The
received signal is expressed by:

y=Hx+n

where the received signal, y, is a vector with M, terms {y,, i=
1,...,M,} corresponding to signals received by M, receiver
elements (i.e., receiving nodes 121.1-121.N); x represents the
transmitted signal, which is a vector having M, terms {x,, i=
1, ..., M,} corresponding to signals transmitted by M,
transmitter elements (i.e., transmitting nodes 111.1-111.N);
His an M, xM, channel-response matrix that characterizes the
complex gains (i.e., transfer function, or spatial gain distri-
bution) from the M, transmission elements to the M, receive
elements; and n represents AWGN having zero mean and zero
variance.

In the case where the channel is characterized by flat fad-
ing, such as when a narrowband signal is employed (e.g., a
sub-carrier of a multi-carrier signal), the elements in matrix H
are scalars. Thus, some aspects of the invention that provide
for generating linear combinations of the data may provide
for generating scalar coefficients. For example, pre-coding or
spatial multiplexing based on the matrix H performed on the
transmit side of a link may comprise generating linear com-
binations of signals in which the signal values are multiplied
by scalar coefficients. Simultaneously transmitting multiple
signals in a flat-fading environment can produce linear com-
binations in which the signals are scaled by scalar coeffi-
cients. Spatial demultiplexing performed on the receive side
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of'the link may employ the scalar matrix H values, and, thus,
comprise generating linear combinations of the received sig-
nals.

In one aspect of the invention, the channel-response matrix
H may be diagonalized by performing an eigenvalue decom-
position of the M,xM, correlation matrix R, where R=H”H.
Eigenvalue decomposition is expressed by:

R=EDEfR

where E is an M,xM, unitary matrix with columns corre-
sponding to the eigenvectors e, of R, and D is an M,xM,
diagonal matrix wherein the diagonal elements are eigenval-
ues A, of R. The diagonal elements of D indicate the channel
gain for each of the independent MIMO channels. Alterna-
tively, other eigenvalue-decomposition approaches, such as
singular value decomposition, may be employed.

One process for diagonalizing the MIMO channel response
is initiated by multiplying a data vector d with the unitary
matrix E to produce the transmitted vector x:x=Es. This
requires the transmitter to have some information corre-
sponding to the channel-response matrix H, or related infor-
mation thereof. The received vectory is then multiplied with
EX”H7 to provide an estimate of data vector s, which is
expressed by:

§=E7Hy=F T HEs+ F H n=Ds+#

where fiis AWGN having a mean vector of 0 and a covariance
matrix of A =oD.

The data vector s is transformed by an effective channel
response represented by the diagonal matrix D. Thus, there
are N, non-interfering subchannels, wherein each subchan-
nel i has a power gain of A,> and a noise power of o,
Subchannels with higher SNR are able to support higher
information flows. Thus, some aspects of the invention pro-
vide for bit loading. Bit loading assigns bits to subchannels
based on subchannel quality, which means that it allows more
bits to be transmitted in higher-quality (i.e., higher-capacity)
subchannels and fewer bits to be transmitted in lower-quality
subchannels.

Inthe case where MIMO subspace processing is performed
on a multicarrier (e.g., OFDM) signal or some other wide-
band signal that is spectrally decomposed into narrowband
components, eigenmode decomposition may be performed
for each frequency bin {,.

If multicarrier spreading codes are employed (e.g.,
orthogonal DFT, or CI codes), the channel-response matrix H
can cause inter-symbol interference between spread data
symbols, even in a SISO arrangement. Accordingly, the
eigenmode decomposition technique described above is
applicable to multicarrier spreading and despreading. In one
aspect of the invention, eigenmode decomposition may be
applied across two or more dimensions (e.g., both spatial and
frequency dimensions). In another embodiment of the inven-
tion, eigenmode decomposition may be applied across a
single dimension (e.g., spatial or frequency dimensions). For
example, multicarrier spreading codes (for example, orthogo-
nal codes for data multiplexing in a given multiple-access
channel) may be generated and processed via eigenmode
decomposition.

Any of various water-filling or water-pouring schemes may
be employed to optimally distribute the total transmission
power over the available transmission channels, such as to
maximize spectral efficiency. For example, water-filling can
be used to adapt individual node transmission powers such
that channels with higher SNRs are provided with corre-
spondingly greater portions of the total transmit power. A
transmission channel, as defined herein, may include a spatial
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sub-space channel, a space-frequency channel, or some other
channel defined by a set of orthogonalizing properties. Simi-
larly, water filling may be used at a physically connected (i.e.,
wired) antenna array. The transmit power allocated to a par-
ticular transmission channel may be determined by some
predetermined channel-quality measurement, such as SNR,
SINR, BER, packet error rate, frame error rate, probability of
error, etc. However, different or additional criteria may be
employed with respect to power allocation, including, but not
limited to, wireless terminal battery life, load balancing, spa-
tial reuse, power-control instructions, and near-far interfer-
ence.

In conventional water filling, power allocation is per-
formed such that the total transmission power P, is some
predetermined constant:

Pr=2" %" Pith

jeK kel

where L={1, . . ., N} signifies the available spatial sub-
spaces and K={1, ..., N} represents the available sub-carrier
frequencies f,,. The received SNR (expressed by 1 (k)) for
each transmission channel is expressed by:

PjoA; k)
Yl = ———,

forj={1,..., N and k={1, ..., N}
The aggregate spectral efficiency for the N,N transmission
channels is expressed by:

N Ny

C=3" > logy(1+¢(k)

=1 k=1

The modulation and channel coding for each transmission
channel may be adapted with respect to the corresponding
SNR. Alternatively, transmission channels may be grouped
with respect to their data-carrying capability. Thus, groups of
transmission channels may share common modulation/cod-
ing characteristics. Furthermore, transmission channels hav-
ing particular SNRs may be used for particular communica-
tion needs. For example, voice communications may be
allocated to channels having low SNRs, and thus, low data-
carrying capabilities. In some cases, transmission channels
that fail to achieve a predetermined threshold SNR may be
eliminated. In one embodiment of the invention, water filling
is employed such that the total transmission power is distrib-
uted over a plurality of selected transmission channels such
that the received SNR is approximately equal for all of the
selected channels.

An aspect of the invention may employ reliability assess-
ment for determining required processing and virtual-array
size (e.g., the number of active nodes functioning as WWAN
receiver elements). Received bits or symbols that have low
reliability may require more processing. Bits or symbols with
high reliability may be processed with fewer elements (e.g.,
nodes) or provided with lower processing requirements.
More information typically needs to be combined for data
streams having less reliability and less information may need
to be combined for data streams having more reliability. Also,
nodes with good channel quality may share more information
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via the WLAN than nodes with poor channel quality. Opti-
mization algorithms, such as water-filling algorithms may be
employed in the reliability domain.

FIG. 5 is a flow diagram depicting a method of distributing
data across a plurality of subchannels in a cooperative net-
work, such as a communication network wherein at least a
portion of the network employs multiple inputs and multiple
outputs associated with a link between a server (i.e., a source
node) and a client (i.e., a destination node). Aspects of the
invention associated with FIG. 5, as well as with the other
figures of the disclosure, are described in the *107 application
and the *829 application (both of which are incorporated by
reference in their entireties, and to which this disclosure
claims priority). For example, in some aspects of the inven-
tion, disclosures in —107 and *829 relating to adaptive array
processing, bit loading, soft handoff, antenna switching,
antenna selection, and simultaneously employing multiple
network channels (including channels from different WANs)
are pertinent to methods and devices associated with FIG. 5.

Referring now to FIG. 5, a client-server system comprises
a server coupled to a client through at least one communica-
tion link. Portions of the link may include at least one WWAN
channel. A plurality of network channels are established 501
for transmitting a data block (e.g., a file, one or more data
packets, etc.) from the server to the client. In one aspect of the
invention, the plurality of network channels may comprise a
plurality of spatial subchannels in a cooperative-MIMO sys-
tem, such as depicted in FIG. 1. In another aspect of the
invention, the network channels may comprise multiple
WAN:S, such as depicted in FIG. 17 of the *107 application.

When step 501 comprises establishing a plurality of spatial
subchannels in a WWAN, a number of transmitting antennas
M, and a number of receiving antennas M, may be deter-
mined. In a cooperative-MIMO system, a plurality of nodes
may be employed at the transmitting side and/or at the receiv-
ing side in a wireless network. Step 501 may further comprise
selecting which antennas are employed. Such antenna selec-
tion may be part of adaptive-array (e.g., smart antenna) pro-
cessing performed by either or both the client and the server,
and/or by one or more intermediate nodes in the link. In some
aspects, antenna selection may comprise node selection in a
cooperative-MIMO system.

Multiple sub-flows are established 502, wherein each sub-
flow comprises a portion of the data to be transmitted. In one
aspect of the invention, the sub-flows are established by deter-
mining amounts of data (e.g., number of packets) to be allo-
cated to each of a plurality of channels and distributing the
allocated amounts to the channels. Each channel may be
provided with a predetermined number of packets to transmit
in a particular unit time.

In one aspect, the channel quality of each subspace may be
determined (such as by employing any of the eigenmode
processes described above), followed by a bit-loading pro-
cess. Various adaptive antenna array techniques may be
employed. The basic idea is to use channel information to
adaptively vary the transmission scheme. This adaptation
may comprise varying the number of spatial subchannels and
the sub-flow rate of each subchannel in a precoded spatial
multiplexing system. In some aspects, a water-filling process,
such as described above, may be employed for bit loading.
For example, as a higher-quality subchannel is allocated more
power, this increases the subchannel’s SNR, which allows
larger modulation constellations, higher coding rates, etc. to
be employed. A higher-quality subchannel may also have
fewer retransmissions. In some aspects of the invention, step
502 may be performed concurrently with step 501, or it may
follow step 501.
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Since subspace encoding employed in aspects of the inven-
tion produces an aggregate signal in which the original data
portions (i.e., components) are encapsulated, if the original
data portions comprise packets, then header information in
those original packets, such as addresses, sequence numbers,
and the like are similarly masked. Step 503 assigns an iden-
tifier to the aggregate signal. For example, the identifier may
comprise a WWAN identifier (e.g., WWAN-access informa-
tion) that distinguishes WWAN messages from each other.
The WWAN-access information typically identifies a particu-
lar destination node to which the message is addressed. The
WWAN-access information may comprise channel-access
information for a WWAN channel to which the destination
node is assigned. Similarly, the WWAN identifier may com-
prise a network address. The *854 application discloses a
message address appended to a message encoded to encap-
sulate an aggregation of linearly encoded packets in which the
network addresses of the individual component packets are
hidden by the encapsulation. A receiving node may acknowl-
edge receipt of the encapsulating message and/or receipt of
the component (i.e., original) packets once they have been
decoded.

In step 504, linear combinations of the component packets
are generated. These linear combinations are distributed
across the previously determined sub-flows based on the
amounts of data (e.g., number of packets) allocated to each
sub-flow in step 502. When the linear combinations are trans-
mitted, they are provided with the identifier provided in step
503.

In one aspect of the invention, step 504 comprises sub-
space coding that employs an invertible transform. For
example, in the case of a linear transform from R” to R™ given
by y=Ax, where A is an mxn matrix, the transformation is
invertible if Ax=y has a unique solution. If m=n, the system
Ax=y has a unique solution if the rank of A equals n.

In one aspect of the invention, parallel transmissions (i.e.,
simultaneous, same-band transmissions) of the original data
packets in a rich scattering environment produce linear com-
binations of the original data packets. Each “encoded” packet
received at a receiving antenna comprises a random superpo-
sition of the original packets, wherein the randomness is
provided by the random scattering channel. In accordance
with one aspect of the invention, step 504 comprises coordi-
nating a plurality of transmitting nodes to cooperatively trans-
mit the original data packets. Step 504 may comprise antenna
selection and/or node selection at the transmitting side, such
as to produce an mxm channel matrix H with rank m in which
the m subchannels are sufficiently decorrelated from each
other. In accordance with another aspect of the invention, step
504 comprises coordinating a plurality of receiving nodes to
receive the transmitted signals. Step 504 may comprise
antenna selection and/or node selection at the receiving side,
such as to produce an nxn channel matrix H with rank n in
which the n subchannels are sufficiently decorrelated from
each other.

In another aspect of the invention, pre-coding applied to the
original data on the transmitting side produces linear combi-
nations of the original data packets. Each “encoded” packet
transmitted by a transmitting antenna comprises a random
superposition of the original packets, wherein the random-
ness is provided by estimations of the random scattering
channel. Aspects of the invention comprise either or both
coordinating a plurality of transmitting nodes to coopera-
tively transmit the linear combinations of original packets and
coordinating a plurality of receiving nodes to cooperatively
receive the transmitted signals.
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The linear combinations can be generated at random or
deterministically involving all or any subset of the original
packets. The coding strategy may affect the decoding com-
plexity at the receiver. A particularly efficient coding method
is to form linear combinations of packets using a CI trans-
form, which is explained below.

In order to decode the received coded packets, the receiver
needs a predetermined number of linearly independent com-
binations of the original packets, denoted as degrees of free-
dom. The effects of losing coded packets can be mitigated by
providing for redundant transmissions across the subspaces.
Similarly, a failure to return an acknowledgement for the
original packets can naturally cause retransmission of the
coded packets until the receiver can decode the encoded pack-
ets and acknowledge receipt of the original packets.

FIG. 6 is a flow diagram depicting a method of distributing
data across a plurality of subchannels in a cooperative net-
work, such as a network in which a plurality of transmitting
nodes, a plurality of intermediate nodes, and/or a plurality of
receiving nodes cooperatively function together to perform
subspace processing.

Step 601 comprises determining a plurality of linear com-
binations of original packets to transmit from at least one
source node to at least one destination node. For example,
packets in a transmit queue may partitioned into sets, each set
comprising a plurality of packets. In one aspect of the inven-
tion, the number of packets in each set equals the number of
transmitted subchannels. In another aspect of the invention,
responsive to feedback from one or more receiving nodes, the
number of packets in each set equals the number of received
subchannels. In one aspect, the linear combinations comprise
coding provided to the original packets by one or more trans-
mitting nodes. In another aspect, step 601 comprises which
packets are transmitted simultaneously into a multipath chan-
nel, and the channel produces random linear combinations of
the transmitted packets.

Step 602 comprises selecting a plurality of nodes to coop-
eratively perform subspace processing. In one aspect of the
invention, a plurality of transmitting nodes is selected by a
source node to transmit the linear combinations. For example,
each transmitting node may transmit a difterent linear com-
bination. In some aspects, each transmitting node may gen-
erate a different linear combination of original packets. In
another aspect of the invention, a plurality of intermediate
nodes is selected to cooperatively perform subspace process-
ing. For example, intermediate nodes may combine signals
they receive and then transmit those linear combinations.
Intermediate nodes may share signals with each other before
forwarding their received signals. In another aspect of the
invention, a plurality of receiving nodes is selected to coop-
eratively perform subspace processing. For example, a desti-
nation node may select one or more receiving nodes to pro-
vide a requisite number of independent linear combinations
so the destination node can decode the received signals to
recover the original packets.

Step 603 comprises transmitting the linear combinations.
In one aspect of the invention, step 603 comprises employing
multiple transmission paths for transmitting original packets
and/or coded packets, wherein the multiple transmission
paths provide for mixing the transmitted signals. In one
aspect, intermediate nodes that have multiple simultaneous
inputs may combine the input signals. In another aspect of the
invention, step 603 may employ transmission paths from a
plurality of networks. In such aspects, transmitting 603 may
employ similar bit-loading and/or water-filling techniques
employed for subspaces, as described above.
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Since many aspects of the invention employ data commu-
nication protocols that typically employ some type of
acknowledgement mechanism, step 603 may be repeated
until the destination node acknowledges receipt of the origi-
nal packets. Thus, in some aspects, the destination node will
ordinarily not be able to return acknowledgements for the
original packets until after it decodes its received signals.
Thus, the ordinary retransmission process may generate new
linear combinations 604 until the destination node can return
an acknowledgement. For example, new linear combinations
will be generated if the retransmission is delayed by an
amount equal to or greater than the channel coherence time.
Similarly, new linear combinations will typically be gener-
ated if the transmission channel is changed in other ways,
such as if a different set of transmitting nodes, intermediate
nodes, and/or receiving nodes is (are) employed. Alterna-
tively, new linear combinations can be generated if new pre-
coding values are selected.

FIG. 7 is ablock diagram depicting a cooperative system of
nodes configured to simultaneously employ a plurality of
different WWAN connections, such as to deliver a data stream
or data file to (or from) a destination (source) node. In one
aspect of the invention, a local group 710 of nodes 701-706
employs connections to a plurality of different WWANs 716,
717, and 719 to transfer data to or from one of the nodes
701-706. In accordance with some aspects of the invention,
the destination (or source node), i.e., one of the nodes 701-
706 may simultaneously employ a plurality of WWAN user
channels, including at least one of the user channels allocated
to at least one of the other nodes 701-706, to transmit and/or
receive data.

In some aspects of the invention, one or more nodes
depicted in the figures may comprise an edge of a content
delivery network. For example, an edge server may comprise
one or more of the WWAN terminals 716, 717, and 719. In
some aspects, one or more of the nodes 701-706 may be
configured to perform edge-server functions.

In some aspects of the invention, a source or destination
node may employ one or WANs to which it does not have
direct access, but that one of the cooperating nodes 701-706 in
the group 710 may access. For example, node 701 is shown
with a communication to an IEEE 802.16 access-point termi-
nal 716 in an IEEE 802.16 network, node 102 is shown with
access capabilities to a 3G-cellular terminal 719, and node
703 has connectivity to an IEEE 802.11 access point 717.
Connectivity between the nodes 701-706, such as via WLAN
links 709, enables any of the nodes 701-706 in the group 710
to access any of the plurality of WAN (802.16, 3G, and
802.11) services.

A WAN-access controller (not shown), which may take the
form of software residing on a physical device, such as one or
more nodes 701-706, may be provided for managing access to
the WAN services, including partitioning information flows
across multiple WAN services, user channels within those
WAN services, and/or subspace channels. Such access may
be performed with respect to a combination of technical rules
and business rules. For example, WAN access is typically
managed using technical rules, such as network load balanc-
ing. For example, network load balancing may comprise bal-
ancing traffic across two or more WAN links. This capability
can balance network sessions, such as Web, email, streaming
media, etc., over multiple connections in order to spread out
the amount of bandwidth used by each node 701-706, thus
increasing the total amount of bandwidth available.

In some aspects of the invention, WAN access can also be
influenced by business rules, such as employing cost/service
ratios when determining whether and how to different WAN
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services. For example, the WAN-access controller (not
shown) can anticipate the economic cost of particular WAN
services to the user, as well as user communication needs,
when assigning WAN access to individual nodes 701-706. A
destination or source node 701-706 may provide the WAN-
access controller (not shown) with a costtolerance, which can
beupdated relative to the type of communication link desired.
For example, high-priority communication needs (such as
particular voice communications or bidding on an online
auction) may include permissions to access more expensive
WAN services in order to ensure better reliability.

The overall goal of WAN access may be to achieve optimal
connectivity with minimum cost. Accordingly, WAN-access
algorithms may include optimization techniques, including
stochastic search algorithms (like multi-objective genetic
algorithms). Multi-objective optimization are well known in
the art, such as described in E. Zitzler and L. Thiele, “Multi
objective evolutionary algorithms: A comparative case study
and the strength pareto approach,” IEEE Tran. on Evol. Com-
put., vol. 3, no. 4, November 1999, pp. 257-271 and J. D.
Schaffer, “Multiple objective optimization with vector evalu-
ated genetic algorithms,” Proceedings of 1st International
Conference on Genetic Algorithms, 1991, pp. 93-100, both of
which are incorporated by reference.

Some aspects of the invention may employ the multiple
WANS5s depicted in FIG. 7 to perform subspace processing, as
described throughout this disclosure. As shown, a first node
(e.g., one of the nodes 701-706) may wish to exchange infor-
mation with a second node, such as a server (not shown) via
a plurality of WAN services. As is known, WAN access may
comprise multiple different routes or paths that data packets
can traverse between the first and second nodes. In addition,
some of the different routes may involve different network
technologies.

In one aspect, a first path between the first and second
nodes may comprise a WiFi-based network (i.e., based on the
IEEE 802.11 family of wireless networking standards), such
as depicted by the path to the 802.11 access point 717. A
second path may comprise a 4G cellular network, such as a
Long term Evolution (LTE) based cellular network or an
802.16 WiMax network, depicted by the path to the 802.16
access-point terminal 716. To use either of these different
WAN paths the first node 701-706 comprises (or has access
to) appropriate hardware and software to be able to commu-
nicate according to the corresponding standards. Many mod-
ern communication devices (e.g., cell phones, smart phones,
handheld communicators, computers or servers with commu-
nication functionality, network gateways, wireless access
points, audio/video devices with communication functional-
ity, appliances with communication functionality, wearable
communication devices, etc.) include network adapters for
multiple different network technologies. Nodes 701-706 con-
figured to cooperatively perform subspace processing in a
MIMO system can also enable the first node (i.e., one of the
nodes 701-706) to access WAN services that it would other-
wise not be able to access.

Some aspects of the invention employ multiple different
network technologies to support a single data transfer opera-
tion (or a single connection) between communication nodes.
The use of multiple different network technologies associated
with multiple different communication paths to support a
single data transfer operation or other function may be
referred to as “heterogeneous networking.” Thus, cooperative
subspace processing, such as subspace coding and/or sub-
space decoding, may employ heterogeneous networking.

FIG. 8 is a block diagram of a plurality M of transmitting
nodes 806.1-806.M configured in accordance with aspects of
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the invention. A data source 800 is coupled to a sub-space
coder, such as a MIMO processor 802. The nodes 806.1-
806.M are in close proximity to each other and are commu-
nicatively coupled together, such as by a WLAN 899. The
MIMO processor 802 provides sub-space coding to the data.
Sub-space coding may comprise spreading codes and/or
channel codes, such as block channel codes, which spreads
each data symbol over multiple code symbols (i.e., coded data
symbols). The resulting coded data is then grouped by the
MIMO processor 802 and distributed to the plurality of nodes
806.1-806.M, which may comprise wireless terminals (de-
noted as WTs) configured to communicate in a WWAN.

In one aspect of the invention, each node 806.1-806.M
comprises a WLAN interface 807.1-807.M configured to
receive and/or transmit coded data from/to the MIMO pro-
cessor 802. The MIMO processor 802 may comprise one or
more of the nodes 806.1-806.M. For example, the MIMO
processor 802 may reside in one of the nodes 806.1-806.M
that is a source node.

In one aspect of the invention, each of the nodes 806.1-
806.M is configured to transmit signals into a WWAN;, and,
thus, each comprises a modulator 808.1-808.M and a WWAN
interface 809.1-809.M. Modulation may include channel
coding. In one aspect of the invention, modulation 808.1-
808.M comprises employs WWAN channel weights, such as
may be used for sub-space processing. The channel weights
may be provided by the MIMO processor 802. Thus, in some
aspects of the invention, the MIMO processor 802 couples
coded data symbols and sub-space codes to the each of the
nodes 806.1-806.M.

FIG. 9A illustrates software components residing on a
non-transitory computer-readable memory 950. A subspace
coding source-code segment 951 is configured to generate a
plurality of sub-space coefficients to encode a plurality of
original data packets. The subspace coding source-code seg-
ment 951 is configured to accept as input at least one of a set
of information inputs, including data signals (e.g., original
data packets), training signals (e.g., known symbols), WWAN
channel estimates, and WWAN-control information.

The subspace coding source-code segment 951 is config-
ured to provide as output at least one of a set of signals,
including coefficients for subspace coding and subspace-en-
coded data. In one aspect of the invention, a distribution
source code segment 952 is provided for distributing the
coefficients for subspace coding and the subspace-encoded
data received from source-code segment 951 to a plurality of
nodes. The distribution source code segment 952 may option-
ally function to couple at least one of a set of information
inputs to the source-code segment 951, including data packets
from other nodes.

FIG. 9B illustrates software components of a receiver
residing on a non-transient computer-readable memory 960.
A subspace code source-code segment 961 is configured to
acquire subspace code coefficients from a plurality of coop-
erating receiving nodes. These coefficients are subsequently
used to decode received subspace-coded data. In one aspect of
the invention, the source-code segment 961 may estimate
subspace coefficients from measurements of the propagation
channel. For example, pilot tones and/or other control infor-
mation in a received signal may convey code vectors that
encode the original packets. For an antenna array comprising
a plurality of wireless terminal nodes, the subspace coeffi-
cients may comprise space-frequency codes (e.g., subcarrier/
antenna array weight vectors) and/or space-time codes (e.g.,
weighted Rake taps). The subspace code source-code seg-
ment 961 is configured to accept at least one of a set of inputs,
including signals that convey code vectors (including
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received signals in which known symbol values are scaled by
subspace code coefficients), coded data, channel estimates,
and WWAN-control information.

The subspace code source-code segment 961 is configured
to provide as output at least one of a set of information signals,
including subspace coefficients, encoded data packets (such
as to be distributed to one or more nodes), combined data
packets (e.g., data packets received from a plurality of nodes
and then combined, wherein the data received may comprise
encoded data), and estimates of original data packets after
decoding. A distribution source code segment 962 is provided
for distributing at least one of a set of signals, including
subspace coefficients (used for subspace coding and/or
decoding), encoded data packets, combined data packets, and
estimates of original data packets following decoding. The
distribution source code segment 1962 may optionally func-
tion to couple at least one of a set of information inputs to the
source-code segment 961, including data packets received by
other WTs, training signals (including code vectors) received
by other nodes, channel estimates (either of both locally
estimated and received from other nodes), WWAN-control
information, code vectors (including decoding values)
received from at least one other node, and decoded data
received from at least one other node. Accordingly, the source
code segment 1962 may select which WTs to receive infor-
mation from to cooperatively perform subspace demultiplex-
ing.

Since software implementations of the invention may
reside on one or more computer-readable memories, the term
computer-readable memory is meant to include more than
one memory residing on more than one node.

Aspects of the invention described herein may employ
subspace processing methods (including software implemen-
tations) and apparatus implementations employing coopera-
tive antenna arrays in a WWAN. While in some aspects of the
invention, nodes in a cooperating group share the same
WWAN access, other aspects of the invention provide for
nodes with access to different WWANSs. In some aspects, one
or more nodes may have access to a plurality of WWANs and
WWAN services. In some cases, one or more nodes may not
be able to directly access any WWAN.

FIG. 10 is a network diagram of a cooperative subspace
processing system in accordance with aspects of the inven-
tion. For example, some aspects described with reference to
FIG. 1 are depicted in FIG. 10. A method for transmitting data
from at least one source node, such as node 131.2, to at least
one destination node, such as node 141.2, may comprise
employing one or more coding nodes, such as nodes 131.1,
131.N,, 141.1, and 141.N,. In one aspect of the invention,
coding nodes on the transmitting side (e.g., nodes 131.1 and
131.N,) are employed. In another aspect, coding nodes on the
receiving side (e.g., nodes 141.1 and 141.N,) are employed.
In yet another aspect, coding nodes at both sides (e.g., a
transmitting group 130 and a receiving group 140) of the link
are employed (e.g., nodes 131.1, 131.N,, 141.1, and 141.N,).
The aforementioned aspects, as well as other aspects of the
invention, may employ intermediate nodes (not shown) in the
communication link.

In one aspect depicted in FIG. 10, the source node 131.2 is
communicatively coupled to a plurality N, of transmitting
nodes 131.1 and 131.N,. For example, the nodes 131.1-131.N,
may comprise a local group 130 communicatively coupled
together via WL AN links 151-153. A plurality of data packets
at the source node 131.2 are coupled to one or more of the
other nodes (e.g., nodes 131.1 and 131.N,) in the group 130
for transmission to a receiving group 140 that includes the
destination node. For example, nodes 131.1 and 131.N, may
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transmit signals into a scattering-rich WWAN channel (such
as depicted by the channel 99 in FIG. 1). An equivalent
network path model for the scattering-rich channel is
depicted by network links 117.1, 117.N-1, 119.1, and
119.N-1.

To simplify the discussion of this aspect of the invention, N,
and N, are equal (denoted by the value N). Another simplifi-
cation that characterizes this particular aspect is that there are
no network paths directly from the source node 131.2 to the
receiving group 140, and there are no network paths from the
transmitting group 130 that go directly to the destination node
141.2. In other aspects of the invention, the communication
scheme may include network paths directly from the source
node 131.2 to the receiving group 140 and/or network paths
from the transmitting group 130 directly to the destination
node 141.2.

The destination node 141.2 may be communicatively
coupled to other nodes (e.g., nodes 141.1 and 141.N,) in the
receiving group 140. For example, a WLAN (depicted by
WLAN links 155 and 157) may couple the destination node
141.2 to other receiving nodes 141.1 and 141.N,, such as to
assist the destination node 141.2 in subspace de-multiplexing
(i.e., decoding) linear combinations of the signals transmitted
from the transmitting group 130.

As depicted in FIG. 10, the receiving node 141.1 receives a
linear combination of transmitted signals from network paths
117.1 and 119.1 originating at nodes 131.1 and 131.N,,
respectively. The receiving node 141.N, receives a linear
combination of transmitted signals from network paths
117.N-1 and 119.N-1 transmitted by nodes 131.1 and
131.N,, respectively. For example, when the transmissions
reside in the same band and time interval, the resulting aggre-
gate signal (i.e., superposition) comprises a linear combina-
tion of the transmitted signals, typically referred to as inter-
fering signals. In a MIMO system, subspace demultiplexing
(i.e., subspace decoding) may be employed to separate the
interfering signals at the receiver. This requires the linear
combinations of signals received at nodes 141.1 and 141.N, to
belinearly independent (i.e., uncorrelated). Depending on the
type of signaling protocol, the linear combinations may com-
prise scalar and/or complex coefficients.

In one aspect of the invention, the randomness of a scatter-
ing-rich WWAN channel encodes the transmitted signal such
that the coefficients of the linear combinations are random. In
another aspect of the invention, subspace multiplexing is
performed by the transmitting group 130, which may com-
prise precoding and/or other subspace coding. When the sub-
space multiplexing coefficients are based on channel mea-
surements, as they typically are when performing precoding,
the coefficients of the linear combination are randomly cho-
sen by virtue of the randomness of the channel. In some
aspects of the invention, the transmitting group 130 may
employ an invertible transform to spread data packets across
multiple subcarriers and/or subspaces. Such invertible trans-
forms may include CI transforms, as will be discussed below.
A CI transform maps a set of data points with discrete values
into a pseudo-random (i.e., statistically random) set of coded
data points.

In one aspect of the invention, the coding nodes 131.1,
131.N,, 141.1, and/or 141.N, are selected to build up the
dimension of the subspace spanned by the received coded
signals. For example, in a multipath channel, the transmitting
nodes 131.1 and 131.N, may be selected to ensure a set of
uncorrelated subchannels (e.g., spatially separated nodes
131.1 and 131.N, are selected, or the nodes 131.1 and 131.N,
may be provided with different antenna polarizations or
directivity). The receiving nodes 141.1 and 141.N, may be

20

30

35

40

45

55

28

selected to provide a sufficient number (e.g., at least N) of
uncorrelated subchannels. In other aspects of the invention,
coding nodes may include intermediate nodes (not shown) in
the transmission path. The intermediate nodes may be
selected to provide sufficient degrees of freedom at the receiv-
ing group 140.

In one aspect of the invention, a network comprises one or
more source nodes, one or more destination nodes, and one or
more coding nodes. The source nodes are configured to trans-
mit a plurality of original data packets. The coding nodes are
configured to output linear combinations of the original data
packets wherein coefficients of the linear combinations are
randomly chosen. The coding nodes are selected to provide a
sufficient number of degrees of freedom to enable the one or
more destination nodes to decode the linear combinations.

In one aspect of the invention, a vector of subspace coef-
ficients accompanies the linear combinations. For example,
pilot tones (and/or other control data) may convey channel
information used to encode the data packets. Precoding coef-
ficients may be distributed to the transmitting nodes (e.g.,
nodes 131.1 and 131.N) along with coded data. Channel
estimates used for decoding may be conveyed by the receiv-
ing nodes 141.1 and 141.N, to the destination node 141.2
along with received linear combinations.

In some aspects of the invention, signals are relayed
through the network. The channel of each relay link (i.e., hop)
introduces its own channel distortions equally to the data
payload and any pilots and/or other signals used to convey the
vector of coefficients. For example, the naturally occurring
linear combinations produced on each relay link are applied
to the data payload and the pilot signals in an OFDM signal.
The values of the received pilot tones in an OFDM signal may
constitute the vector of coefficients. In other types of signals,
overhead signals, such as known sequences used for synchro-
nization and/or known values used for other control purposes,
sometimes reside in packet headers. Measurements of these
control values at a receiver may constitute the vector of coef-
ficients. At each relay node, the linear combinations applied
to the vector of coefficients are the same as the linear combi-
nations applied to the data.

FIG. 11A is a flow diagram illustrating a method for per-
forming cooperative subspace multiplexing in accordance
with some aspects of the invention. A plurality of transmitting
nodes is selected to receive a plurality of subspace-coded
components 1101. A data set (e.g., a data file) is separated into
a plurality N of original components 1102, where N equals a
number of required degrees of freedom to decode the sub-
space-coded components. The number N may be determined
based on the number of transmitting nodes to which the
subspace-coded components will be distributed. An optional
step (not shown) may comprise determining a number of the
coded components to be distributed to each transmitting node
(such as may be determined by each node’s storage capacity,
processing capability, and/or its number of uncorrelated
transmitting antennas). The subspace-coded components are
produced 1103 by generating at least N random linear com-
bination of the original components. The coded components
and any associated code vectors are distributed to the selected
transmitting nodes 1104 such that at least one of the selected
transmitting nodes has a number of coded components that is
less than the number of required degrees of freedom. The
selected transmitting nodes store the coded components and
any associated code vectors before transmitting this data. In
some aspects of the invention, the selected transmitting nodes
comprise edge nodes of a content delivery network.

In one aspect of the invention, selecting the transmitting
nodes 1101 comprises selecting one or more nodes nearby a
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source node in a peer-to-peer network. If a selected node can
transmit a unique linear combination of the original data
components (relative to the other selected nodes), then that
node builds up the dimension of the subspace spanned by the
transmitted coded signals until the dimension of the subspace
equals the number of the original components. Therefore, in
some aspects of the invention, if there are N original compo-
nents (e.g., step 1102) to be transmitted simultaneously, then
at least N coded components comprising unique linear com-
binations of the original components are generated (e.g., step
1103), such that the transmission subspace is provided with a
dimension of at least N. If the dimension of the transmission
subspace is greater than the dimension of the subspace
spanned by the coded signals (e.g., ina WWAN, ifthe number
oftransmitting antennas is greater than the number of original
data components), then there is at least one unused dimension
in the transmission subspace. This can be regarded as redun-
dancy in the transmission, and, in a wireless network, it may
serve to increase gain.

In another aspect of the invention, selecting the transmit-
ting nodes 1101 comprises selecting one or more nodes
nearby a destination node in a peer-to-peer network. If each
selected node receives a unique linear combination of the
original data components and then retransmits its received
datato the destination node, then each selected node builds up
the dimension of the subspace spanned by the coded signals
received at the destination node until the dimension of the
subspace equals the number of the original components. In a
wireless network, any additional linear combinations of the
original data components may be used to increase gain.

In other aspects of the invention, selecting the transmitting
nodes 1101 comprises selecting one or more intermediate
nodes of the communication path(s) in a peer-to-peer net-
work.

In aspects of the invention, the source node, the transmit-
ting nodes, and/or the channel may encode the original com-
ponents 1103. For example, the source node and/or the trans-
mitting nodes may provide subspace coding, such as
precoding, to the original data components. Nodes in between
the source node and the destination node may provide sub-
space coding, such as by combining received signals and then
retransmitting the combined signals. Signals that are trans-
mitted in a wireless channel are typically received by more
than one receiver. Thus, if the channel is characterized by rich
scattering, then the linear combinations received by different
receivers are more likely to be independent. Thus, selected
transmitting nodes nearby the destination node employed for
receiving signals may forward the received coded signals to
the destination node for decoding.

FIG. 11B is a flow diagram illustrating a method for per-
forming cooperative subspace multiplexing in accordance
with some aspects of the invention. The method comprises
receiving at a node in a peer to peer network, at least one of a
set of subspace-coded components 1111 comprising a linear
combination of original data components characterized by a
number of degrees of freedom required to decode the set of
subspace-coded components. The method further comprises
receiving at said node, at least one code vector associated with
the at least one subspace-coded component 1112; and storing
at said node, the subspace coded component(s) and the code
vector(s) 1113 to provide a stored set, the stored set having a
number of the subspace coded component(s) that is less than
the required number degrees of freedom. The method may
optionally comprise transmitting the subspace-coded compo-
nent(s) and the code vector(s) from the node to a destination
node 1114, which collects a sufficient number of the sub-
space-coded components and code vectors to decode the
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coded components. For example, the destination node may
collect the code vectors, which are then used to construct a
code matrix. When the rank of the matrix equals the number
of original components, then matrix operations employing
the collection of code vectors can decode the subspace-coded
components. In some aspects of the invention, nodes that
store the coded components and the code vectors comprise
edge servers in a content delivery network.

In one aspect of the invention, a Cooperative-MIMO sys-
tem configured to operate in a WWAN efficiently stores data
in a distributed manner. For example, multiple components
(i.e., original components) of a data set (e.g., a data file) may
be transmitted in parallel (i.e., at the same time in the same
channel). Each antenna of a receiver receives a single coded
piece, which comprises a linear combination of the transmit-
ted components. In a cooperative-MIMO receiver, a plurality
of'nodes may be configured to cooperatively process received
signals. A node with more than one antenna may receive more
than one coded piece. For example, if the antennas (specifi-
cally, their channels) are not correlated, then each antenna
receives a unique linear combinations of the original compo-
nents. Signals that are correlated may simply be combined,
which may provide certain diversity benefits.

With reference to FIG. 11A, in one aspect of the invention,
the number of original components in step 1102 is related to
the number of spatial subchannels. For example, the number
of original components may be less than or equal to the
number of uncorrelated spatial subchannels, the number of
transmit antennas, and/or the number of receive antennas. In
some aspects, higher-quality subchannels (e.g., those associ-
ated with greater eigenvalues) may carry more data, such as
by employing higher modulation schemes. Thus, multiple
coded components may be allocated to a single subchannel.

In one aspect of the invention, the number of wireless
nodes selected to store components (e.g., step 1101) may
depend on a number of factors, including (but not limited to)
the total number of transmit antennas, the number of antennas
on each node, the quality of subspace channels, network
topology, the number of nodes near the destination node, etc.

In some aspects of the invention, step 1103 may comprise
determining a random combination of original components to
store at a particular node. In one aspect, the physical wireless
channel provides the required statistical randomness for the
coding, since temporal and spatial variations of the channel
are random. Channel reciprocity (i.e., radio waves propagat-
ing in both directions of a radio link between a pair of trans-
ceivers experience the same multipath channel distortions at
the same time and frequency), may be exploited by the trans-
ceivers at opposite ends of a wireless link to agree on a
random code, which depends on their common channel. For
example, each transceiver may estimate the common channel
from known control signals (such as pilot tones in an OFDM
signal) received from the other transceiver. Thus, in some
aspects, the code vector can be determined from channel
estimation.

In one aspect of the invention, there is no coordination
between the selected nodes to decide which nodes store
which components of the file. Rather, in a wireless network,
each node’s channel(s) may determine what combination(s)
of components it receives.

In some aspects of the invention, a central controller is not
required to maintain a state of the contents of all the nodes and
differentiate between the nodes. A selected node may not
know exactly what the other selected nodes have stored. For
example, each node can estimate its own channel, from which
it derives information about the linear combination(s) that it
receives. However, if the node’s channel is not correlated with



US 9,270,421 B2

31

any other node’s channel, the node cannot directly estimate
channels employed by the other nodes. Thus, the node does
not know what linear combinations other nodes receive
unless that information is shared by the other nodes.

In some aspects, the selected nodes do not coordinate for
storing components. Rather, a destination node or a WLAN
controller accesses the selected nodes to download the linear
combinations and channel estimates (e.g., subspace weights)
until a sufficient amount of information is obtained to decode
the coded components. The destination node completes its
download once it has enough information to recover the origi-
nal components of the data set.

FIG. 11C is a diagram depicting processing methods and
processing devices in accordance with aspects of the inven-
tion. A file is partitioned into a plurality of original compo-
nents in processing block 1121. Each original component
may comprise one or more data packets. In processing block
1122, each of a plurality of nodes in a peer-to-peer network is
assigned to receive one or more of the original components
and/or subspace-coded versions of the components. In pro-
cessing block 1123, subspace-coded components and the
associated subspace code vectors are generated. The compo-
nents and, optionally, their subspace code vectors are distrib-
uted to the assigned nodes (from block 1122) 1124.

In processing block 1122, the nodes assigned to receive the
components may be selected based on their locations in the
network. In one aspect of the invention, nodes that are nearby
a source node are selected as transmitting nodes. In another
aspect, nodes nearby the destination node are selected as
receiving nodes. Since these so-called receiving nodes con-
vey their received signals to the destination node, they may be
referred to as transmitting nodes. In other aspects, interme-
diate nodes are selected to the components.

In block 1122, the number of components assigned to each
peer may be related to a combination of various factors,
including (but not limited to) the bandwidth to the peer
(which may include subchannel quality and the number of
subschannels), the bandwidth from the peer to the destination
node, and the peer’s storage and/or processing capability.

In processing block 1123, code vectors may be generated
from channel measurements. For example, pilot tones and/or
other known signals accompanying a data transmission may
be used to estimate the channel. When coding comprises the
effects of scattering, then the code vector may comprise chan-
nel estimates. When precoding is performed, and the precod-
ing is based on channel measurements, then a receiver may
employ channel estimates to estimate the precoding values. In
some aspects, handshaking between two peers may be
employed to determine code vectors. For example, such
handshaking is commonly used to ensure key match by two
parties employing the randomness in the channel for key
generation. In other aspects, a transmitter may employ a code
matrix based on an invertible transform, such as a CI trans-
form.

Inblock 1123, each coded componentr,, received at an n,”
node may be expressed by ’

k
I, = E @y i %i
i=1

where the coefficient o, , denotes the i” random coefficient
corresponding to the n,’hrassigned node, and x, is the i origi-
nal component. The set of coefficients a, ,, i={1, ..., k} is
regarded as the n,” subspace code, or sub%pace code vector.
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In some aspects of the invention, block 1123 precedes
block 1124. In one aspect, signals distributed to an assigned
node comprise transmitted original components that are lin-
early coded by the communication channel. For example, the
source node may comprise an antenna array for transmitting
the original components to the assigned nodes. However, in
order to achieve this linear coding and ensure the codes are
uncorrelated, the transmitters and receivers are selected to
provide uncorrelated subchannels.

In another aspect of the invention, block 1124 may precede
block 1123. The coefficients o, , may comprise subspace
antenna array weights, such as précoding weights, distributed
to the assigned nodes. The assigned nodes may then apply the
weights to the original components and/or previously coded
components to generate coded components. In one aspect of
the invention, the subspace code vector and the coded com-
ponents are generated (1123) by scattering in the channel
after the original components (and/or previously coded com-
ponents) are distributed (1124) to the assigned nodes.

In one aspect of the invention, the coded components and/
or original components are stored at their assigned nodes,
which do not transmit the data until directed to do so. The
recipient(s) of the transmitted data may comprise other cod-
ing nodes and/or the destination node.

Processing blocks 1131-1133 depict a method for decod-
ing the file that was encoded and distributed to a plurality of
nodes, such as in the manner described with respect to pro-
cessing blocks 1121-1124. In processing block 1131, code
vectors are collected from at least one peer. The coded com-
ponents may also be collected in this step 1131, or in a
subsequent step 1132 and/or 1133. In processing block 1132,
a determination is made if a sufficient number of linearly
independent code vectors have been collected to decode the
coded components. If a sufficient number of code vectors
have been collected, then decoding is performed (i.e., pro-
cessing block 1133). If not, then more code vectors may be
selected (e.g., control returns to block 1131).

In accordance with one aspect of the invention, processing
block 1132 may provide for assembling the collected code
vectors as amatrix. The matrix may comprise a ((Z,,_,; "k, )xN
matrix wherein k,, is the number of coded components stored
at an n” peer, n, is the number of peers, and N is the number
of original components.

In one aspect, a determination is made regarding whether
the dimension 2, _," k,, is sufficient to decode the coded com-
ponents collected from the peers. For example, if (2, _,")=N,
then it may be possible to decode the N equations (e.g., the
coded components) having N unknowns (i.e., the original
components). Processing block 1132 may be configured to
calculate the rank of the matrix. For example, if the rank=N,
then the matrix may be diagonalized.

Processing block 1132 may be configured to determine
how well-conditioned the matrix is. For example, the eigen-
modes may be evaluated, which may comprise calculating the
corresponding eigenvalues. If the matrix is sufficiently well-
conditioned, then decoding 1133 is performed. In some
aspects of the invention, a requirement for what constitutes
well-conditioned may depend on the SNR of the received
signals. Thus, block 1132 may provide for measuring SNR
(or some similar measure of link quality), determining a
threshold of what constitutes a well-conditioned matrix (e.g.,
threshold eigenvalues), and then determining if the matrix is
sufficiently well-conditioned to decode the subspace-coded
components. If the matrix is not sufficiently well-condi-
tioned, block 1132 may discard one or more highly correlated
code vectors (and the associated coded component(s), if rel-
evant), or combine at least some of the correlated code vec-
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tors. Then control passes back to block 1131, whereby one or
more additional code vector(s) are collected.

In some aspects of the invention, block 1131 comprises
adaptive array processing to dynamically select (and/or de-
select) transmitting and/or receiving antennas, such as to
increase the rank and/or improve the conditioning of the
channel matrix, H. Such array processing may comprise
changing the number N of simultaneously transmitted origi-
nal components. In cooperative-MIMO processing, adaptive
array processing may comprise dynamically selecting and/or
de-selecting peers (transmitting nodes and/or receiving
nodes) employed to perform cooperative subspace process-
ing. Adaptive array processing may include changing the
antenna array weights at the transmitting and/or receiving
array, such as to change the rank and/or improve the subspace
channels. When the processing of block 1131 is repeated,
block 1131 may provide for selecting code vectors (and, thus,
coded components) from new nodes.

In some aspects of the invention, upon failure of the desti-
nation node (or its cooperative receiving nodes) to acknowl-
edge transmitted packets, the packets are retransmitted. In
response to the requirement to retransmit the data, the source
node may adapt the subspace processing provided to the
transmitted signals (such as by providing adaptive array pro-
cessing). If a wireless channel is employed in the link, and the
delay between transmission and retransmission is equal to or
greater than the wireless channel’s coherence time, then new
linear combinations of the original components are gener-
ated. Thus, block 1131 may collect new code vectors from the
same nodes, which are then processed with previously
received code vectors in block 1132.

FIG. 12 is a diagram depicting processing methods and
processing devices in accordance with aspects of the inven-
tion. In a network, a method of transmitting data from a
source node to a destination node comprises forming linear
combinations of original packets from a source node to pro-
duce subspace-coded packets (processing block 1201), and
delivering the subspace-coded packets to the destination node
over one or more network paths (processing block 1202). The
destination node transmits feedback (such as acknowledge-
ments) back to the source node (processing block 1203).
Based on the responsiveness of the destination node (which
includes a failure to respond), the source node causes new
linear combinations of the original packets to be formed
(processing block 1204) to generate new subspace-coded
packets, and delivers the new subspace-coded packets to the
destination node (processing block 1205).

In one aspect of the invention, a cooperative-MIMO sys-
tem is employed whereby cooperating nodes are configured
to perform subspace processing, such as subspace multiplex-
ing (e.g., on the transmitting side of a link) and/or subspace
demultiplexing (e.g., on the receiving side of a link). The
processing block 1201 may perform array processing, such as
selecting antennas of a fixed array and/or nodes of a coopera-
tive-MIMO array to transmit signals in a wireless channel.
The block 1201 may select subspace antenna weights for
encoding the transmitted signals.

In some aspects of the invention, parallel transmissions in
a multipath channel produce random combinations of the
transmitted signals. In one aspect, precoding applied to the
transmitted signals may be selected such that propagation in
the multipath channel provides at least some degree of decod-
ing. In such aspects, the channel (and, thus, processing block
1202) does not encode the transmitted signals.

In one aspect of the invention, block 1203 comprises pro-
viding acknowledgements from the destination node to the
source node upon receipt of a container packet (i.e., coded
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packet, which effectively encapsulates the original packets)
and/or upon decoding the encapsulated packets (i.e., the
original packets), such as described in the "854 application,
which is incorporated by reference in its entirety. In another
aspect of the invention corresponding to block 1203, feed-
back from the destination node may comprise control signals
(e.g., pilot tones), which are employed by the source node for
channel estimation, and, subsequently, encoding the original
packets. In accordance with some aspects of the disclosure,
adaptive array processing performed by at least the source
node relies on feedback from the destination node, such as to
selectan appropriate subspace dimension and/or optimize the
subspace channels.

With reference to block 1204, adaptive array processing at
the transmit side of the link may reselect the transmitting
nodes, add new nodes, and/or adapt precoding and/or antenna
array weights. This generates new subspace codes, thus pro-
viding new linear combinations of the original packets. In
some aspects, block 1204 may comprise performing adaptive
array processing at the receive side of the link. At the receive
side, cooperating receiver nodes may be reselected and/or
added. In some aspects, the antenna array weights and/or
other subspace coding weights at the receive side may be
adapted. Thus, adaptive array processing in a cooperative
network may comprise adapting the degrees of freedom
spanned by the subspace signals.

In one aspect of the invention, the receiver may convey to
the transmitter how many degrees of freedom it has received
and/or is capable of receiving. This technique can be used to
select the number of transmitting antennas (M,) and/or receiv-
ing antennas (M,) in a cooperative-MIMO system. Similarly,
communicating information about degrees of freedom in
either or both directions in a link can be used to select trans-
mitting and/or receiving nodes in a cooperative-MIMO sys-
tem. In some aspects of the invention, the source node may
respond to feedback (including the absence thereof) from the
destination node by transmitting new linear combinations of
the original packets.

As described with respect to FIG. 7, the network links
117.1,117.N-1,119.1, and 119.N-1 depicted in FIG. 10 may
comprise two or more different WANs.

FIG. 13 is a diagram depicting processing methods in
accordance with aspects of the invention. In one aspect of the
invention, a communication device comprises at least a first
WAN interface configured for communicating in a first WAN,
and has access to a second WAN interface configured for
communicating in a second WAN, the first WAN being dif-
ferent than the second WAN. A network controller (such as a
processor) manages data transfer between the communica-
tion device and a destination node using multiple different
network routes, such as the first WAN and the second WAN.
The network controller may be configured to perform the
steps shown in FIG. 13.

In accordance with one aspect of the invention, the network
controller produces a plurality of original packets 1301 to be
transferred to the destination node. A plurality of subspace-
coded packets is generated 1302 from the original packets by
employing subspace coding to linearly combine the original
data packets. The coded packets are distributed across the
plurality of different WANSs to the destination node 1303.
Optionally, additional subspace coding may be provided to
the coded packets while they are en-route to the destination
node 1304.

In one aspect of the invention, the number of original
packets is selected to be less than or equal to the total dimen-
sion of the subspace between the source and destination
nodes. For example, the total dimension of the subspace may
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equal the sum of subspaces in each of the different WANSs.
The total dimension of the subspace may be used to select
subspace codes. In some aspects, the dimensions of sub-
spaces in one or more of the different networks may be used
to select subspace codes. For example, in one aspect, first
subspace code(s) corresponding to a first WAN may encode a
first set of packets, and second subspace code(s) correspond-
ing to a second WAN may encode a second set of packets.
Furthermore, a universal code(s) may be employed for encod-
ing values transmitted over both first and second WANSs. In
such an aspect, one or more receivers at the destination would
perform WWAN-specific subspace decoding and universal
subspace decoding.

In some aspects of the invention, step 1302 comprises
generating subspace codes corresponding with the subspace
coded packets. In step 1303, the subspace codes may be
distributed with the coded packets. In some aspects of the
invention, step 1302 and/or 1303 comprises selecting at least
one set of transmitting nodes, coding nodes, and/or receiving
nodes to cooperatively perform subspace coding. Such selec-
tion(s) may depend on the dimension of the codes (and the
coded packets). In some aspects of the invention, the
selection(s) may be based on adaptive array processing algo-
rithms, which may adapt either or both the number of nodes
and the subspace codes based on the degrees of freedom at the
receiver.

In some aspects of the invention, if packets are lost or the
bit-error rate is high, it may be desirable to decrease the
transmission rate, such as by removing one or more low-
quality subchannels, adapting the coding to increase the pro-
cessing gain, or otherwise introducing more redundancy in
the transmitted information.

In one aspect of the invention, subspace codes are gener-
ated at the destination node. In another aspect of the inven-
tion, subspace codes are generated by a plurality of transmit-
ting nodes communicatively coupled to the source node. In
another aspect of the invention, subspace codes are generated
by transmitting a plurality of known signals from a transmit-
ting array through a scattering-rich channel to a receiving
array. In another aspect of the invention, a MIMO processor
coupled to a receiving array is configured to produce sub-
space codes. Subspace codes may be produced and/or modi-
fied by intermediate nodes in a link between the source node
and the destination node.

Since subspace multiplexing and subspace demultiplexing
are coordinated between the source and destination node
(respectively), different networks may be employed simulta-
neously without requiring those networks’ servers to coordi-
nate data transfers with each other.

FIG. 14 is a diagram depicting processing methods in
accordance with aspects of the invention. In one aspect of the
invention, a method for transmitting a file between a server
and a client through one or more network paths comprises
generating a plurality of linearly coded packets from a plu-
rality of original packets 1401, and performing cooperative
subspace processing to increase a dimension of a subspace
spanned by the linearly coded packets 1402. The linearly
coded packets are sent to the client 1403, which, upon recep-
tion of at least one of the coded packets, provides feedback to
the server 1404. Based on the feedback, new linearly coded
packets may be transmitted to the client 1405.

In one aspect of the invention, the linearly coded packets
are generated 1401 as linear combinations of the original
packets. If a scattering channel is employed (directly or indi-
rectly) for generating coefficients of the linear combinations,
then such linear combinations may be random. In other
aspects, a deterministic process may be employed for gener-
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ating the coefficients. The deterministic process may employ
an invertible transform characterized by a mapping of origi-
nal data packets into a set of pseudo-random coded packets.

Inprocessing block 1402, cooperative subspace processing
is performed by a plurality of nodes to build the dimension of
the subspace spanned by the linearly coded packets. For
example, the plurality of nodes may cooperate to produce
parallel (i.e., simultaneously transmitted) transmissions of
the coded packets. In one aspect, the plurality of nodes is
selected to receive a plurality of coded packets (e.g., precoded
packets) from the server (e.g., a source node) and then simul-
taneously transmit the coded packets to the client (e.g., a
destination node). In another aspect, the plurality of nodes is
selected to receive the original packets and then encode the
original packets to produce the coded packets before coordi-
nating a simultaneous transmission of the coded packets to
the client. In another aspect, the plurality of nodes comprises
multiple transmitting nodes selected to transmit original
packets and/or coded packets into a multipath channel, which
linearly encodes the transmitted packets. In another aspect,
the plurality of nodes comprises one or more intermediate
nodes between the server and the client, the intermediate
node(s) configured to receive and retransmit the coded pack-
ets. Intermediate nodes may optionally provide additional
linear coding to the packets they receive. In other aspects, the
plurality of nodes comprises one or more receiving nodes
communicatively coupled to the client and configured to
cooperatively receive transmitted coded packets and forward
the received packets to the client. In such aspects, the receiv-
ing node(s) are selected to build the dimension of the sub-
space of signals received by the client. In some aspects of the
invention, processing blocks 1401 and 1402 may be com-
bined.

Insome aspects of the invention, the processing block 1403
comprises sending the linearly coded packets to the client
over a plurality of different networks. In these aspects, pack-
ets to be transmitted are distributed over the different network
paths. Subspace multiplexing (e.g., coding) may comprise
interleaving the coded packets over the different networks,
and subspace de-multiplexing (e.g., decoding) may comprise
collecting the coded packets received from the different net-
works, followed by a combining process in which the
received coded packets are combined and decoded to retrieve
the original packets.

In some aspects of the invention, interleaving the linearly
coded packets to the client over a plurality of different net-
works may comprise network load balancing (e.g., bit load-
ing) the multiple channels employed in the link, such as
distributing more packets to channels able to support higher
bandwidth and fewer packets to channels that support rela-
tively lower bandwidth. In some aspects of the invention,
these channels may comprise channels on different networks
(e.g., WANSs), such as channels employed by block 1403.

In block 1404, upon reception of any of the coded packets
at the client, the client may provide feedback. For example,
the client may transmit an acknowledgement to the server
upon retrieving each of the original packets after decoding the
received coded packets. However, as described in the *879
application (which is incorporated by reference in its
entirety), the coded packets encapsulate the original packets,
thus concealing header information in the original packets.
Thus, the coded packets may comprise their own headers and
employ different protocols than those used with the original
packets.

Different acknowledgement protocols may be employed
depending on the message layer (i.e., original packet, and
coded (or encapsulating) packet). For example, TCP may be
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employed for the original packet, whereas the acknowledge-
ment mechanism employed with the coded packets may be
similar to mechanisms employed to coordinate adaptive
antenna array processing. As mentioned in the *107 applica-
tion (which is incorporated by reference in its entirety),
latency can severely impede TCP. Thus, in links with high
latency, such as satellite links, it is common to automatically
transmit TCP acknowledgements whether packets are
received or not, and then utilize a different type of transmis-
sion control protocol that tolerates latency. In aspects of the
invention, the receiver, or even the transmitter, may automati-
cally send acknowledgements for each transmission, thus,
effectively short-circuiting the TCP mechanism. Then any of
the adaptive array mechanisms employed in MIMO may be
used as a substitute control protocol.

In processing block 1405, based upon the feedback, the
server (and/or any intermediate nodes) may transmit at least
one new linearly coded packet to the client. For example,
absence of an acknowledgement after a predetermined
amount of time may trigger retransmission of the coded pack-
et(s).

In some aspects of the invention, network load balancing
may be employed for distributing data loads across different
network channels. For example, when data is to be interleaved
over multiple channels (e.g., subchannels and/or network
channels, including network channels in different networks),
bit loading may be employed for loading more data into
higher-bandwidth channels and less data into lower-band-
width channels. In related discussions, more error correction
(such as lower code rates) may be employed in lower-quality
channels, which essentially reduces the amount of informa-
tion transmitted in those channels. With respect to subchan-
nels, more data may be loaded on subchannels with higher
eigenvalues, such as discussed above. Various techniques for
distributing data over multiple channels with respect to the
effective channel bandwidth are described throughout the
107 application, which is incorporated by reference in its
entirety. Similarly, reliability assessments of all the individual
channels (which may be based on BER, SNR, and/or other
qualitative measures of a channel) may provide a basis for
allocating processing resources, such as the number of nodes
employed to perform subspace processing.

FIG. 15A is a diagram depicting processing methods in
accordance with aspects of the invention. In one aspect of the
invention, a method is provided to manage data interleaving
in a communication network that simultaneously employs
multiple network channels to transmit data from a source
node to a destination node. As used herein, a network channel
may comprise a user channel separated from other user chan-
nels by at least one of the following multiple-access schemes:
frequency division multiple access (e.g., OFDMA), time divi-
sion multiple access (TDMA), and code division multiple
access (e.g., CDMA). For example, a first CDMA channel
may be encoded with a first Walsh code and a second CDMA
channel may be encoded with a second Walsh code, wherein
the first and second Walsh codes are orthogonal to each other.
In the *107 application, which is incorporated by reference in
its entirety, the user channels are also referred to as physical
channels. If the first and second Walsh codes are orthogonal,
then the first user channel is a network channel, and the
second user channel is a different network channel. In one
aspect of the invention, the multiple network channels may
comprise a plurality of different networks, such as depicted in
FIG. 7.

In one aspect of the invention, multiple network channels
are established 1501 to provide a connection from a single
source node to each of at least one destination node. At least
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one real-time property of each network channel is monitored
1502. Subspace processing is performed to interleave data
across the network channels 1503. Based on variations of the
monitored property (or properties), network load balancing
(e.g., bit loading, or interleaving) may be adjusted 1504.

As described above with respect to FIG. 7, processing
block 1501 may employ multiple network technologies (e.g.,
different WANs) to simultaneously transmit data from a
source node to a destination node. In some aspects, the pro-
cessing block 1501 interleaves data across different non-
interfering user channels.

In processing block 1502, at least one channel quality
parameter is measured and/or determined for each of the
network channels. For example, BER, probability of error,
SNR, and/or any other quality metric may be determined.

In processing block 1503, subspace processing may com-
prise subspace coding to spread data across the non-interfer-
ing network channels. Optionally, one or more of the network
channels may comprise a plurality of subspaces. In one
aspect, the subspace-coded data is distributed across the net-
work channels such that the destination node needs to receive
coded data from a plurality of the network channels in order
to have a sufficient number of degrees of freedom to decode
the received data. In another aspect of the invention, subspace
processing 1503 comprises de-multiplexing the received sub-
space-coded data.

Insome aspects of the invention, subspace processing 1503
comprises employing a plurality of transmitting nodes to
cooperatively perform subspace processing, such as
described above. In such aspects, selecting the cooperating
transmit nodes may effectively build the dimension of the
subspace of the transmitted signal. In some aspects of the
invention, subspace processing 1503 comprises employing a
plurality of receiving nodes to cooperatively perform sub-
space processing, such as described above. In such aspects,
selecting the cooperating receiving nodes may effectively
build the dimension of the subspace of the received signal. In
some aspects of the invention, a local group of cooperating
nodes may provide a source and/or destination node with
access to network interfaces, and, thus, network channels that
it would otherwise not have.

In processing block 1504, multiple network channels may
be employed for transmitting data from a single source node
to a single destination node. For example, in one aspect of the
invention, a source node (e.g., one of the nodes 701-706
shown in FIG. 7) may employ at least one other node to
simultaneously provide multiple network channels that reside
on different networks (e.g., networks 716, 717, and 719) for
communicating a data stream to a destination node. Similarly,
one of the nodes 701-706 may employ the multiple network
channels for receiving a data stream from a remote source. In
some aspects of the invention, the servers in the networks 716,
717, and 719 are not required to coordinate with each other to
manage data flows on the network channels to/from any of the
nodes 701-706. Rather, each node (e.g., any of the nodes
701-706) having a WAN interface manages its own connec-
tion(s) with its respective network(s) (e.g., networks 716,
717, and 719). The source/destination node amongst the
nodes 701-706, or one of the nodes 701-706 configured to
function as a network controller manages data flow across the
network channels. Such management may comprise selecting
and/or adapting data interleaving (e.g., bit loading, network
load balancing) across the network channels. Channels that
can support higher data rates may be allocated more coded
data than channels that support only lower data rates.

FIG. 15B is a diagram depicting processing methods in
accordance with aspects of the invention. In one aspect of the
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invention, a method is provided to manage quality of service
in a node, such as a mobile wireless device. In the mobile
wireless device, an application service connection is estab-
lished 1511 between an application processor and a remote
device through a wireless communication network. A trans-
ceiver monitors at least one real-time property 1512 of aradio
frequency access link between the mobile wireless device and
the wireless communication network. The transceiver pro-
vides the application processor with updated values of the
monitored at least one real time property 1513 of the radio
frequency access link. The application processor adjusts
packet data generation in response to the updated values 1514
to manage a quality of service property of the application
service connection.

In one aspect of the invention, establishing the connection
1511 comprises employing a plurality of nodes to establish a
plurality of network channels and/or subchannels. The real-
time property that is monitored 1512 may comprise a channel
estimate, a data rate, a BER, an SNR, and/or any other link-
quality metric.

In some aspects of the invention, processing block 1514
may comprise adaptive array processing, which is sometimes
performed in coordination with monitoring link quality 1512.
In some aspects of the invention, processing block 1514 may
comprise performing network load balancing (e.g., bit load-
ing across network channels) when multiple network chan-
nels are employed, and/or bit loading across subchannels
when multiple subchannels are employed.

In some aspects ofthe invention, block 1514 may comprise
adjusting subspace coding. If the node is a receiving node
(e.g., a destination node), the receiver may adjust the rate over
each network channel by the way it responds to receiving
packets. For example, sending acknowledgements (or failing
to send acknowledgements) can change the data rates. This
can also affect the coding and redundancy of the data trans-
missions.

FIG. 16 is a block diagram depicting communications
between a WWAN node 1619 and a cooperating group of
nodes 1610 (such as a plurality of wireless terminal nodes
1601-1603) employing a plurality of different, yet comple-
mentary, code spaces ¢, C,, and c;. In one aspect of the
invention, the term complementary means that the coded
transmissions corresponding to the code spaces ¢, ¢,, and ¢,
can sum to produce at least one predetermined WWAN coded
data sequence. This may be a weighted sum (i.e., a random
linear combination), such as due to the given channel 99
conditions. A predetermined WWAN coded data sequence
may employ a code that would ordinarily (in view of the prior
art) be employed in whole. That is, it would not ordinarily be
partitioned into sub-codes to be transmitted by different
transmitters or received by different receivers.

In one aspect of the invention, the code spaces ¢, ¢,, and ¢,
correspond to direct-sequence codes, such as may be used to
provide for spreading and/or multiple access. A superposition
of signals transmitted across the code spaces ¢, ¢,, and ¢,
may provide at least one predetermined WWAN coded data
sequence received by at least one WWAN node 1619. Simi-
larly, a superposition of signals received by nodes 1601-1603
and mapped onto the code spaces ¢, ¢,, and ¢; may provide
at least one predetermined WWAN coded data sequence that
would ordinarily (in view of the prior art) be intended for a
single node 1601-1603. Some aspects of the invention may
provide for channel corrections (e.g., pre-distortion and/or
receiver-side channel compensation) by either or both the
cooperating group 1610 and the WWAN node 1619. Accord-
ingly, the code spaces c¢;, C,, and C; may be adapted to
account for channel conditions.
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In another aspect of the invention, the code spaces ¢, c,,
and c; may correspond to direct-sequence codes having pre-
determined spectral characteristics. It is well known that dif-
ferent time-domain data sequences may be characterized by
different spectral distributions. Some aspects of the invention
may provide for selecting complementary codes ¢, ¢,, and ¢,
having predetermined spectral characteristics with respect to
WWAN channel conditions affecting the links between the
nodes 1601-1603 and the WWAN node 1619. Thus, in some
aspects, the codes ¢, ¢,, and c; may be selected according to
the same criteria employed for selecting OFDM subcarriers.

A direct-sequence code may comprise a pseudo random
noise code, such as is known in the art. Pseudo-random noise
is a deterministic set of values or signals that satisfies one or
more tests for statistical randomness. A direct sequence code
may comprise an orthogonal code, such as a Walsh code, such
as is known in the art. Direct sequence is a type of signaling in
which each data symbol is modulated (or otherwise
impressed) onto (or represented by) a sequence of code sym-
bols. Thus, information about each data symbol resides on a
plurality of coded data symbols. In this respect, each data
symbol is “spread” across multiple code symbols, and the
resulting coded data symbols are transmitted in sequence.
Furthermore, each coded data symbol may contain informa-
tion about a plurality of data symbols.

A receiver that receives the sequence of coded data sym-
bols may decode the received signals if it knows the direct-
sequence code and if a sufficient number of the coded data
symbols are received. In one aspect of the invention, if M,
code spaces ¢, C,, . . ., C5,, comprise M, linear combinations
of' up to M, data symbols, then the coded transmissions pro-
vide a sufficient number of degrees of freedom for decoding
the data symbols. In another aspect, the code spaces c,,
Cs, - - ., Cyy may indicate codes produced by an invertible
transform. In some instances, if the number of coded data
symbols is less than the number of data symbols, decoding
produces a certain amount of inter-symbol interference that
can be corrected.

The distribution of the inter-symbol interference to each
estimated data symbol can depend on the type of coding
employed. In some aspects, of the invention, CI codes may be
employed, such as described in U.S. Patent Application Pub-
lication No. 20040086027, which is incorporated by refer-
ence in its entirety. The *107 application incorporates by
reference U.S. Patent Application Publication Nos.
20040086027 and 20030147655, which are hereby incorpo-
rated by reference in their entireties. CI codes may comprise
either or both block-type codes and sliding transform codes.
Block codes often uniformly distribute inter-symbol interfer-
ence dueto each data symbol across all the other data symbols
encoded by the block code, whereas sliding transform codes
may non-uniformly distribute inter-symbol interference of
each data symbol across the other symbols in the sliding
transform window.

In one aspect of the invention, transmitting a sequence of
symbols into a multipath channel produces a sliding trans-
form of those symbols. A random channel produces a random
sliding transform. For example, in a multipath channel, some
paths are longer (and, thus, introduce more delay) than other
paths. Inter-symbol interference occurs when earlier-trans-
mitted symbols arrive at a receiver at the same time that
later-transmitted symbols are received. In some aspects of the
invention, the length of'this sliding transform window equals
the delay spread of the channel.

In some aspects, the coding window may be the number of
resolvable multipath delays. A time-domain receiver typi-
cally employs a Rake receiver having a number of taps. For
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example, the number of Rake taps in an efficient receiver may
equal the number of resolvable delays. The coding window
may be increased by employing a larger number of transmit-
ters and/or receivers. Increasing the coding window may
comprise increasing the number of transmit and/or receive
directions. In some aspects, the angle of the transmitted and/
or received signals may be increased. In multipath environ-
ments, paths received at higher angles relative to line-of-sight
(i.e., zero incidence) between a transmitter and receiver often
have greater delays than paths received closer to the line-of-
sight.

In another aspect of the invention, a sliding window trans-
form is synthesized by a transmitter, such as by deliberately
time-offsetting signals transmitted from antennas of an array.
Insuch aspects, one or more of a node’s transmissions may be
provided with time-varying complex weights (e.g., ampli-
tudes and/or phases), such as described in S. A. Zekavat, C. R.
Nassar and S. Shattil, “Combined Directionality and Trans-
mit Diversity via Smart Antenna Spatial Sweeping,” proceed-
ings of 38" Annual Allevton Conference on Communication,
Control, and Computing, University of lllinois in Urbana-
Champaign, pp. 203-211, Urbana-Champaign, Ill., USA,
October 2000, S. A. Zekavat, C. R. Nassar and S. Shattil,
“Smart antenna spatial sweeping for combined directionality
and transmit diversity,” Journal of Communications and Net-
works (JCN), Special Issue on Adaptive Antennas for Wireless
Communications,Vol. 2,No. 4, pp. 325-330, December 2000,
and S. A. Zekavat, C. R. Nassar and S. Shattil, “Merging
multi-carrier CDMA and oscillating-beam smart antenna
arrays: Exploiting directionality, transmit diversity and fre-
quency diversity,” IEEE Transactions on Communications,
Vol. 52, No. 1, pp. 110-119, January 2004, which are incor-
porated by reference herein.

In some aspects of the invention, a Rake receiver performs
sliding-transform processing. For example, a k” direct-se-
quence transmission signal s*(t) that includes N code symbols
{b*[n]},_, " is given by:

N-1
s{0) = 3 B Inlgr, (= nTy)gc(Da (1 = iT )eos(2r fet)

n=0

where

G-1
=) Cler a=iT,

i=0

C/[ is the Direct Sequence spreading signal, G represents
processing gain, T, is the chip duration, T, is the bit duration,
and g (t), g7,(t), and g (1) represent the chip, bit, and trans-
mitted pulse shapes, respectively.

A plurality M of nodes linked together by a WLAN com-
prises elements of an M-element antenna array capable of
receiving K transmission channels. In a frequency-selective
channel, the received signal at the array is:

K Lk-in-1

0= 3 N AVEhblnlgtr -7 —nTyeos@afr +¢f) + vl

k=1 {=0 n=0

where V(0) is an array-response vector, K is the number of
received transmission channels, L is the number of distinct
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fading paths corresponding to the k? user, o is the fade
amplitude associated with path 1 and user k, ¢,*=U[0,2]
represents the associated fade phase, T,* is the path time-delay
(which occurs below a predetermined duration threshold
T,,..), and 6/ denotes angle of arrival. The array response

vector V() is expressed by:

—dicos B/h

T©)=[le

e—zndM, lcos 8/}»]

where d,, is the antenna separation, and A is the wavelength
corresponding to carrier frequency f...

For a j* user’s 1 path, the n bit at the beamformer output
is given by:

z{[n]= WH(elk)L(nfl)TbMTb’(l)cos(2ﬂf§l+¢/)0/(l—7f—)
n=1)T,)dt

where W(0,°) is the weighting vector of the beamforming
system. z,“[n] can be expressed by four components:

2} (n] =57 [n]HISE [n]+IXE fn] v fn]

where S is the desired signal, ISI is inter-symbol interference,
IXT is cross interference (i.e., multiple-access interference),
and v is the AWGN contribution. These components can be
expressed as follows:

siin = of W@V @) InIG
Fo1N-1 ) )
ISEn Z Za/‘WH(&{l)V(& [lcos(e) — @R ;i (th — 74 — nTy)
ey =0
K Lk-1n-1

Xin § § > of WGV ()b Tnleos(gh - o Ry(c] ~ o —nTy)
=1 n=0
il

X nT, . . .
viln] = f " WH @D nal( - o eosrf.t + o
(n-1)T;,

where wH(0 J)V(e /) represents the spatial correlatlon q> /

and t are the random phase and time delay for the j* user’s
17 path, G is the processing gain, and R, and R;; are the partial
auto-correlation and cross-correlation of the direct sequence
code(s):

Ryy(T) f

Maximal ratio combining produces an output:

(O (t-)dt

which can be processed by a decision processor. In this case,
the BER is given by:

P A" QQr M . )dr,

where I, is the mean value of the instantaneous SINR, r_, and
Q() represents the complementary error function.

It should be appreciated that the nodes may be adapted to
perform either or both time-domain (e.g., Rake) or frequency-
domain processing as part of a receiver operation. Signals
received by a plurality of nodes may be combined with
respect to any combining technique, including EGC, MRC,
Minimum Mean Squared Error Combining, other types of
optimal combining, Successive Interference Cancellation,
and other matrix-reduction/matrix diagonalization tech-
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niques. Successive Interference Cancellation may be particu-
larly useful for decoding signals encoded with a sliding trans-
form.

FIG. 17 is a diagram depicting processing methods in
accordance with aspects of the invention. In one aspect of the
invention, a method is provided in which a transmitting node
determines a linear combination of original packets to trans-
mit 1701, transmits the linear combination of packets across
anetwork using a sliding window protocol 1702, and receives
an acknowledgement when a receiving node receives the
linear combination of packets 1703.

In one aspect, the process of transmitting 1702 and/or a
process of receiving the transmitted linear combination (not
shown) comprises at least one of the transmitting node and the
receiving node enlisting at least one cooperating node to
increase the dimension of the subspace spanned by the linear
combination. For example, the at least one cooperating node
may increase the rank of the coding matrix generated at the
receiver and/or may improve the conditioning of the matrix.

In one aspect of the invention, the receiving node retrieves
coding coefficients (i.e., at least one code vector) from the
linear combination of packets 1704. The receiver may pro-
duce a code matrix from the coding coefficients. The coding
coefficients (which may be appended to a code matrix) are
employed in a decoding process for decoding the received
linear combinations 1705. Since the coding comprises a slid-
ing transform, decoding 1705 may comprise successive inter-
ference cancellation, or some other matrix-reduction process.

In accordance with still another aspect of the systems,
circuits, and techniques described herein, a communication
device comprises a first network interface unit configured for
communication in a first network, a second network interface
unit configured for communication in a second network that is
different from the first network, and at least one processor to
manage data transfer between the communication device and
a destination node using multiple different channels.

In one aspect of the invention, a method depicted in FI1G. 18
is provided in which the at least one processor employs a
plurality of cooperating nodes to generate first coded packets
and/or second coded packets. In one aspect of the invention,
first coded packets are generated by linearly combining origi-
nal data packets 1801. Coding 1801 may employ subspace
codes and/or codes derived from an invertible transform, such
as a CI code matrix. The first coded packets are distributed to
multiple different channels 1802, such as different network
channels and/or different subchannels, for transmission to a
destination node. Second coded packets are generated within
the different channels 1803, such as by linearly combining
first coded packets distributed to the channels, and/or by
employing codes derived from an invertible transform, such
as a CI code matrix. In some aspects of the invention, inter-
mediate nodes in a multi-hop path may perform second cod-
ing 1803, and/or the destination node may provide second
coding 1803 when combining signals received from its local
group.

In one aspect of the disclosure, the at least one processor is
configured to generate first coded packets by linearly com-
bining original data packets within a sliding coding window.
In another aspect, a first of the multiple different channels is
associated with the first network interface unit and a second of
the multiple different channels is associated with the second
network interface unit. In some aspects of the invention, the
first and second network interface units reside on different
nodes that are communicatively coupled together (such as by
a WLAN) and configured to cooperatively process the first
coded packets.
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Aspects of the invention may employ CI coding for direct
sequence coding, spread-OFDM coding, and/or coding
across subspaces, such as described throughout the 854
application, which is incorporated by reference in its entirety.

In OFDM, the transmission bandwidth is partitioned into a
plurality N (which typically equals 2 raised to some integer
power) of orthogonal subcarrier frequencies. Multicarrier
spread-spectrum employs spreading across the subcarriers to
produce a transmit signal expressed by x=F~'Sb, where F~! is
an inverse discrete Fourier transform (DFT), S is a spread-
OFDM code matrix, and b is the transmitted symbol vector.
The inverse DFT typically employs an over-sampling factor,
so its dimension is KxN (where K>N is the number of time-
domain samples per OFDM symbol block), whereas the
dimension of the spread-OFDM code matrix is NxN.

At the receiver, the received spread-OFDM signal is
expressed by r=HF~'Sb, where H is a channel matrix for the
transmission channel. A cyclic prefix in OFDM changes the
Toeplitz-like channel matrix into a circulant matrix. The cir-
culant channel matrix H is expressed by

H=F'A,E,

wherein Ay is a diagonal matrix whose diagonal elements
correspond to the first column of the circulant channel matrix
H

.Thus, the received signal is represented by
r=F~ A, FF'Sb,
which is
r=F"1A;Sh.
The receiver processes r with a DFT to produce

y=AgSh.

In order to facilitate the estimation of b, it is advantageous
to employ a spreading code matrix S that commutes with A,.
For example, the matrix S=A_F may be employed, wherein
A is the diagonal matrix of the circulant matrix C, which is
defined by C=F'AF.

In this case, the received signal, r, is expressed as

r=F AFF YA )b,

which can be written as

r=F'AyAcFb

= F'AcAyFb.

Following DFT processing, but prior to equalization, the
signal, y, is expressed by y=A . 'Fr.

In the simplest case, the spreading matrix S=AF may be
implemented with A ~I, such that the spreading matrix S is
just an NxN DFT matrix. Since OFDM’s over-sampled DFT
is KxN, the spreading matrix S may partially resemble a sinc
pulse-shaping filter, except that it maps each data symbol to a
cyclically shifted (and orthogonally positioned) superposi-
tion of OFDM subcarriers. In this case, the transmitter
employs the spreading matrix C for spreading the data vector
b: C=F'AF.

Since each spread symbol comprises a linear combination
of'the data vector’s b values, if a spread symbol is lost during
transmission, that loss is mitigated because it is effectively
distributed across all the data values of b. Thus, spreading
permits accurate estimation of a received signal despite sub-
stantial losses, even before error-correction coding is
employed. Furthermore, this type of spreading permits a
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receiver to decode a transmission without requiring all of the
spread symbols. For example, a receiver may accurately
decode N data values by employing M<N spread symbols.

Since the spread symbols employ predetermined linear
relationships between the data symbols of b, techniques typi-
cally employed in multi-user detection (such as, but not lim-
ited to, successive interference cancellation and mixed-deci-
sion symbol estimation) can enhance performance at the
receiver. Thus, in some aspects of the invention, orthogonality
of the spreading codes is not required if the spreading coef-
ficients are known at the receiver. Rather, the code spaces
processed by the receiver may simply need to be sufficiently
de-correlated from each other to estimate the data symbols b.

In one aspect of the invention, the above-mentioned
spreading matrix S is employed as an invertible transform to
produce a sequence of coded data symbols x from an input
data vector b: x=Sb. This implementation of the invertible
transform matrix S takes the form of direct-sequence coding.

FIG. 19 illustrates an invertible transform matrix that may
be employed in some aspects of the invention. In one aspect,
the invertible transform matrix S is an NxN matrix. Each row
(e.g.,row 1901) of the matrix S multiplies original data vector
b (which comprises N values) to produce a coded data symbol
x,. Specifically, each coded data symbol x, comprises a linear
combination of the original data symbols b, wherein the coef-
ficients of the linear combination are values of the invertible
transform matrix S.

To estimate an i” value b, of the original data vector b, a
decoding vector s, comprising an i” row or column of a
decoding matrix may be used to multiply the vector of coded
data symbols x to produce an inner product, from which the
estimated value b, is derived. The vector s, may be regarded as
corresponding to an i subspace of the decoding matrix.
Since the inner product requires vectors of equal length, if the
number of coded data symbols x is deficient relative to the
rank of the decoding matrix, then the decoding vector s, may
be reduced accordingly. For example, a j* value s;; of the
decoding vector s, corresponding to a i missing coded data
symbol x, may be omitted from the vector s, before the mul-
tiplication. The decoding vector S, functions as a matched
filter. In one aspect, the corresponding decoding matrix may
comprise the complex conjugate of the matrix S. However,
other aspect of the invention may employ different types of
invertible CI matrices, including scalar code matrices and
other complex code matrices. Gauss-Jordan elimination can
be used to determine whether a given matrix is invertible and
to find the inverse. An alternative is LU decomposition, which
generates upper and lower triangular matrices, which are
easier to invert.

The first element of each matrix row (indicated by the first
column 1910 of matrix S) multiplies the first data symbol b,
of the data vector b. In this case, all the values in the first
column 1910 equal one. The corresponding decoding vector
S, also has all of its values equal to one, so to retrieve the first
data symbol by, all the coded data symbols {X,, X, - - ., X1 }
are summed. This can be regarded as a “baseband” matched
filter. One of the advantages of employing the type of CI
coding matrix shown in FIG. 19 is that data mapped to this
baseband subspace can be retrieved regardless of the order in
which the coded data symbols {x_, X, . ..,X,._, } are summed.
Thus, in some aspects of the invention, certain control infor-
mation may be included in packets that are encoded to this
subspace. In some aspects of the invention, a decoding matrix
may be included in the baseband subspace. In some aspects,
information relating to the order and/or identity of the coded
data symbols may be included in the baseband subspace.
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To retrieve original data from a non-baseband subspace, a
decoding vector may effectively map its corresponding sub-
space to baseband so the information in the other subspaces
cancels out. For example, the data encoded in the target sub-
space combines coherently while data in all the other sub-
spaces cancel. The decoding process may comprise an inner
product of the coded data packets with one or more vectors of
decoding coefficients. In some aspects, information about the
intended order of the coded data (such as may be used for
decoding) may be included in the baseband subspace such
that the coded data can be arranged correctly if it is received
out of order. In some aspects, information in the baseband
subspace may be used to identify missing coded data such that
decoding can be adapted accordingly. For example, in one
aspect, values of the decoding vector(s) may be removed with
respect to which coded data is missing.

Some advantages of employing these types of Cl codes are
that information can be decoded using fast transforms, such
as processes that employ fast Fourier transforms, the codes
can have any code length, and information can be re-encoded
by intermediate nodes without requiring decoding. In some
aspects of the invention, intermediate nodes participate in the
coding process. For example, intermediates nodes may com-
bine received packets and generate new packets. The encoded
packets encapsulate the original packets, thus, sequence num-
bers and other control information in the original packets can
remain concealed until they are decoded. Decoding only
requires that a specified number of the coded packets be
received. The order in which those packets are received is
inconsequential. This permits a client to simultaneously
employ multiple channels, even multiple different networks,
with different bandwidths, latencies, and/or channel condi-
tions to download a file or receive streaming media without
requiring network servers to coordinate their transmissions.
The destination node needs only to assemble a sufficient
number of received packets in order to decode the flow. Since
the code is either already known at the receiver or it is con-
veyed in the baseband subspace, the packets are interchange-
able and the arrival order is irrelevant. No scheduling or route
coordination is necessary at the source. Such advantages are
particularly relevant in cloud networks.

As described above, some aspects of the invention may
employ an invertible transform matrix S=F~'S, where F'isa
KxNinverse DFT (where K>N is the number of time-domain
samples per OFDM symbol block), and S is an NxN spread-
OFDM code matrix. In this case, the vector of coding coeffi-
cients that multiply OFDM subcarriers constitute a random
linear mapping of the data vector b, as will be described with
respect to FIGS. 20A and 20B.

FIG. 20A is a constellation plot of original data values b,
which clearly have a 64-QAM structure. In conventional
OFDM, these data values would ordinarily modulate the
OFDM subcarriers. FIG. 20B is a constellation plot of sub-
carrier coefficients produced by employing a CI code matrix,
such as the code matrix depicted in FIG. 19. The coded
symbols comprise linear combinations of the original data
determined by the invertible CI transform matrix.

The constellation plot in FIG. 20B is a Gaussian distribu-
tion that is statistically random. In accordance with one aspect
of the invention, a sequence of coded data symbols is gener-
ated from the operation x=F~'Sb and transmitted into one or
more channels. In some aspects of the invention, the afore-
mentioned subcarrier coefficients may instead be employed
as coefficients in random linear combinations of the original
data values. In such aspects, the coefficients may be derived
from an invertible transform matrix (such as a CI matrix) and
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information about the original data symbols. Decoding may
employ an iterative process for estimating the original data.

FIG. 21A is a flowchart illustrating a method for transmit-
ting data from a source node to a destination node via multiple
different channels in accordance with an aspect of the inven-
tion. As described previously, the multiple different channels
may be associated with different communication technolo-
gies.

First coded data packets are generated by combining origi-
nal data packets using an invertible transform, such as a CI
transform 2101. The first coded packets may be generated
using a block and/or sliding CI transform by forming a linear
combination of the original packets currently within a coding
window. For example, coded data may be generated by mul-
tiplying a vector of original data with a CI code matrix. Thus,
each coded data packet comprises a different linear combina-
tion of the original data packets, and, thus, constitutes a
degree of freedom. If a sliding transform is employed, as each
new original packet is added to the coding window, an oldest
original packet in the window may be shifted out. In some
aspects, a new first coded packet may be generated for each
new original packet added to the coding window. The size of
the first coding window may be fixed or variable.

The multiple different channels may be monitored 2102 to
identify one or more channels to insert a new first coded
packet at a particular time. This monitoring process may
continue until all of the data has been successfully transferred
to and decoded at the destination node. When a channel is
identified, one or more first coded packets may be distributed
to the identified channel 2103. Different first coded packets
may be injected into different channels using the above-de-
scribed technique. For example, in one aspect of the inven-
tion, a first coded packet is transmitted on a first channel and
at least a second coded packet is transmitted on at least a
second channel, wherein the first coded packet and the at least
second coded packet together are necessary to provide a
sufficient number of degrees of freedom to decode the origi-
nal packet.

For each channel, one or more second coded packets may
be generated 2104 by linearly combining the first coded pack-
ets that currently reside within a corresponding second cod-
ing window using an invertible transform, such as a CI trans-
form. In some aspects, CI coefficients may comprise
statistically random coefficients may be used to perform the
linear combination.

FIG. 21B is a flowchart illustrating a method for receiving
data at a destination node via multiple different channels in
accordance with an aspect of the invention. Upon receiving a
coded packet at a destination node, the destination node may
send an acknowledgement message to the source node 2111.
The destination node determines if a sufficient number of
coded packets have been received to allow the receiver to
decode the packets 2112. If an invertible transform is
employed for coding, a sufficient number of coded packets
may be less than the number of original packets. Packets may
need to be retransmitted until a sufficient number of packets
are received. In some cases, the coding may be adapted (e.g.,
the coding window may be adjusted, the code rate may be
adjusted, etc.) based on feedback from the destination node.
Upon decoding, the receiver may send an acknowledgement
for each original packet received 2113.

FIG. 22A is a flowchart illustrating a method for employ-
ing an invertible transform, such as CI coding, for distributing
data from a source node to be received by a destination node
via multiple routes through at least one network. The method
comprises selecting a set of original data, such as original data
packets, for encoding 2201. The selected data is encoded
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using an invertible transform 2202, such as a CI transform. A
multiple distribution nodes are selected to distribute the
coded data 2203, and the coded packets are distributed to the
selected nodes 2204.

Selecting the original data 2201 may comprise partitioning
the data into a predetermined number of data sections, such as
packets or other data sets, wherein the predetermined number
may comprise the dimension of the invertible transform used
for coding. The predetermined number may comprise the
length of a coding window employed, such as when a sliding
CI transform is employed. In some aspects, the predeter-
mined number may be related to a number of distribution
nodes to which the coded data will be distributed 2203, the
storage capability of each distribution node, network condi-
tions (e.g., traffic load, latency, bandwidth, link quality, etc.)
in the vicinity of each node, demand for the original data,
and/or other factors that can affect the flow and timely deliv-
ery of the original data to one or more clients. In some aspects,
the predetermined number may be related to a number of
network paths or channels used for delivering data to the
destination node.

Coding 2202 may comprise employing a block transform
or a sliding transform, or some combination thereof. In some
aspects of the invention, the coded packets and the corre-
sponding code matrix comprise a plurality of independent
equations having a plurality of independent variables in a
system of linear equations, wherein the independent variables
comprise the original packets. In some aspects of the inven-
tion, control information may be encoded into the baseband
subspace of the coded data. For example, the control infor-
mation may help a receiver identify individual coded packets
such that if a coded packet is lost, decoding can be adapted
accordingly. The control information may identify a preferred
sequence of the coded packets, so a receiver can correctly
arrange received packets such as to facilitate decoding of the
non-baseband subspaces.

Selecting the distribution nodes 2203 may comprise select-
ing nodes that are nearby the destination node. The distribu-
tion nodes may comprise edge servers in a content delivery
network. In some aspects, the selection of distribution nodes
2203 may be based on anticipated and/or actual demand for
the original data. The distribution nodes may be selected 2203
to best serve requesting clients, such as to offload network
loads from the network backbone to the network edges,
reduce latency when serving data to the clients, and/or reduce
distribution costs for content providers. In peer-to-peer net-
works, some of the clients may be selected as distribution
nodes. For example, a client requesting the original data may
be directed to retain a set of coded packets containing the
original data such that the client may serve other clients
requesting the same original data.

Distributing the coded packets to the distribution nodes
2204 may comprise determining how much data to store on
each node. In one aspect, distributing may first comprise
determining storage capability of each candidate distribution
node. Distributing 2204 may comprise calculating a cost per
unit flow on each link, and/or determining link capacity, link
traffic, and/or other factors affecting how data is distributed.
Distributing 2204 may comprise determining demand topol-
ogy in a network, such as to determine how much and where
coded data is distributed.

In some aspects of the invention, distributing 2204 com-
prises providing each of a plurality of the distribution nodes
with anumber of coded components that is less than a number
of required degrees of freedom to decode the coded compo-
nents. A destination node can acquire a sufficient number of
the coded components to perform decoding by collecting
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coded components from more than one distribution node.
This can reduce the amount of data stored on each distribution
node while still being able to serve the clients. Thus, distrib-
uting 2204 may comprise determining a network demand
topology to use for calculating which coded packets to dis-
tribute to which nodes in a manner that serves the requesting
client(s) while reducing network traffic and storage require-
ment on the distribution nodes. In other aspects, distributing
2204 may be based on network bandwidth, latency, link qual-
ity, and/or other link metrics pertaining to each of a plurality
of channels employed by the distribution nodes serving a
client.

FIG.22B is a flowchart illustrating a method for employing
an invertible transform, such as CI coding, for receiving data
from a plurality of routes through at least one network. The
method comprises a destination node selecting a plurality of
distribution nodes from which to receive coded packets 2211,
collecting the coded packets from the selected distribution
nodes 2212, and determining if a sufficient number of unique
coded packets have been collected to decode the packets
2213. If the destination node determines that a sufficient
number of degrees of freedom are available with respect to the
collected packets, then it performs decoding 2214. Other-
wise, control returns to processing block 2211, and at least
one more distribution node is selected. In some aspects, one
of the distribution nodes may request additional coded pack-
ets (not shown), such as from other distribution nodes and/or
a source node.

In one aspect of the invention, the nodes are selected 2211
to provide a sufficient number of coded packets (e.g., which,
along with their respective code matrix, represent linearly
independent equations) for decoding the original packets
(e.g., unknown variables). In some aspects, the invertible
transform matrix is known at the receiver, so the coding
matrix is not transmitted to the distribution nodes. However,
information about the relation of each coded packet to the
coding matrix may be provided to the distribution nodes and
transmitted to the destination node.

In one aspect, decoding 2214 comprises calculating a solu-
tion for a system of linear equations comprising the indepen-
dent equations and their independent variables. In this aspect,
the independent equations comprise the coded packets and
the corresponding invertible transform matrix, and the inde-
pendent variables comprise the plurality of original packets.

As described throughout the 107 application, distributing
data on network routes may be performed in a manner that
achieves one or more cost objectives, including cost objec-
tives related to combinations of technical and business objec-
tives. Such aspects of the invention may be applied to com-
munication systems in which multiple different networks are
simultaneously employed for transmitting data from a source
to a destination.

In one aspect of the invention, a method of providing mini-
mum-cost routing comprises modeling a network between a
source node and a destination node as a trellis graph, wherein
each state node of the trellis corresponds to a network node,
and each transition between states corresponds to a commu-
nication link between network nodes. A cost is associated
with each link, and then a path is calculated through the trellis
that minimizes the total cost for routing data between the
source and destination nodes. The cost for each link may be
based on various combinations of factors, including link
capacity, available storage at each node, network traffic loads,
link latency, quality of service, etc. In some aspects, coding is
part of the routing operation, and it may directly affect the
cost associated with the links. As a route for each data set
(e.g., coded data packet) is determined, the cost for each link

10

15

20

25

30

35

40

45

50

55

60

65

50

may be updated, and then the process is repeated for the next
data set (e.g., coded packet). This process may be repeated for
a plurality of coded packets, such as to determine an optimal
number of coded packets, code rate, code matrix, and/or other
coding parameters prior to encoding and routing the coded
data.

Additional aspects of the invention include a computerized
device configured to process all the method operations dis-
closed herein. In such aspects, the computerized device may
include a memory system, a processor, communications
interface in an interconnection mechanism connecting these
components. The memory system may be encoded with a
process that provides the coding techniques as explained
herein that, when performed (e.g. when executing) on the
processor, operates as explained herein within the computer-
ized device to perform methods and operations explained
herein as aspects of the invention.

Other aspects of the invention that are disclosed herein may
include software programs to perform the methods and opera-
tions described above. More particularly, a computer program
product is one aspect that has a non-transient computer-read-
able medium including computer program logic encoded
thereon that when performed in a computerized device pro-
vides associated operations providing the functions explained
herein. The computer program logic, when executed on at
least one processor with a computing system, causes the
processor to perform the operations (e.g., the methods) indi-
cated herein as aspects of the invention. Such aspects are
typically provided as software, code and/or other data struc-
tures arranged or encoded on a non-transient computer read-
able medium such as an optical medium (e.g., CD-ROM),
floppy or hard disk or other a medium such as firmware or
microcode in one or more ROM or RAM or PROM chips or as
an Application Specific Integrated Circuit (ASIC) or as down-
loadable software images in one or more modules, shared
libraries, etc. The software or firmware or other such configu-
rations can be installed onto a computerized device to cause
one or more processors in the computerized device to perform
the techniques explained herein. Software processes that
operate in a collection of computerized devices, such as in a
group of data communications devices or other entities can
also provide a system in accordance with aspects of the inven-
tion. The system can be distributed between many software
processes on several data communications devices, or all
processes could run on a small set of dedicated computers, or
on one computer alone.

For clarity of explanation, the illustrative system and
method aspects is presented as comprising individual func-
tional blocks. The functions these blocks represent may be
provided through the use of either shared or dedicated hard-
ware, including, but not limited to, hardware capable of
executing software. For example the functions of one or more
blocks may be provided by a single shared processor or mul-
tiple processors. Use of the term “processor” should not be
construed to refer exclusively to hardware capable of execut-
ing software. [llustrative aspects may comprise microproces-
sor and/or digital signal processor (DSP) hardware, read-only
memory (ROM) for storing software performing the opera-
tions discussed below, and random access memory (RAM)
for storing results. Very large scale integration (VLSI), field-
programmable gate array (FPGA), and application specific
integrated circuit (ASIC) hardware aspects may also be pro-
vided.

The methods and systems described herein merely illus-
trate particular aspects of the invention. It should be appreci-
ated that those skilled in the art will be able to devise various
arrangements, which, although not explicitly described or
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shown herein, embody the principles of the invention and are
included within its scope. Furthermore, all examples and
conditional language recited herein are intended to be only
for pedagogical purposes to aid the reader in understanding
the principles of the invention. This disclosure and its asso-
ciated references are to be construed as being without limita-
tion to such specifically recited examples and conditions.
Moreover, all statements herein reciting principles and
aspects of the invention, as well as specific examples thereof,
are intended to encompass both structural and functional
equivalents thereof. Additionally, it is intended that such
equivalents include both currently known equivalents as well
as equivalents developed in the future, i.e., any elements
developed that perform the same function, regardless of struc-
ture.

The invention claimed is:
1. A processing method, comprising:
selecting a plurality of receiving nodes in acommunication
network for cooperatively receiving transmissions from
at least one source node, each of the plurality of receiv-
ing nodes receiving at least one transmitted signal com-
prising an insufficient number of independent linear
combinations of original electronic data components for
recovering the original electronic data components;

collecting a plurality of coded components comprising the
independent linear combinations and a corresponding
code matrix from the plurality of receiving nodes to
provide a destination node with a sufficient number of
the independent linear combinations for recovering the
original electronic data components; and

decoding the plurality of coded components to recover the

original electronic data components, wherein decoding
comprises calculating a solution for a system of col-
lected independent equations, the independent equa-
tions being generated from the plurality of coded com-
ponents and the corresponding code matrix, and
containing a plurality of independent variables compris-
ing the original electronic data components.

2. The method recited in claim 1, wherein at least one of
selecting, collecting, and decoding comprises performing
adaptive array processing.

3. The method recited in claim 1, wherein selecting the
plurality of receiving nodes comprises at least one of provid-
ing the corresponding code matrix with sufficient rank to
enable the destination node to solve the collected independent
equations, and ensuring the corresponding code matrix is
sufficiently well-conditioned to permit the destination node
to solve the collected independent equations.

4. The method recited in claim 1, further comprising trans-
mitting at least one acknowledgement to the at least one
source node upon at least one of receiving a coded component
and decoding the plurality of coded components.

5. The method recited in claim 1, wherein the plurality of
receiving nodes comprises at least one of a set of nodes, the
set comprising peers in a peer-to-peer network and edge
servers in a content delivery network.

6. The method recited in claim 1, wherein the code matrix
comprises at least one of a channel matrix and a pre-coding
matrix.

7. A non-transitory computer readable medium comprising
instructions for:

selecting a plurality of receiving nodes in acommunication

network for cooperatively receiving transmitted signals
comprising a plurality of subspace coded data compo-
nents and corresponding subspace codes, each of the
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plurality of receiving nodes having an insufficient rank
to decode the plurality of subspace coded data compo-
nents;

gathering the plurality of subspace coded data components

and corresponding subspace codes collected by the plu-
rality of receiving nodes for providing a destination node
with sufficient rank to decode the plurality of subspace
coded data components; and

decoding the subspace coded data components to retrieve a

plurality of original electronic data components.

8. The non-transitory computer readable medium recited in
claim 7, wherein at least one of selecting, gathering, and
decoding comprises performing adaptive array processing.

9. The non-transitory computer readable medium recited in
claim 7, wherein at least one of selecting and gathering com-
prises at least one of providing the destination node with a
code matrix comprising the corresponding subspace codes,
the code matrix having sufficient rank for decoding the plu-
rality of subspace coded data components; and ensuring the
code matrix is sufficiently well-conditioned to enable the
destination node to decode the plurality of subspace coded
data components.

10. The non-transitory computer readable medium recited
in claim 7, wherein at least one of selecting and gathering is
performed until the destination node decodes the plurality of
subspace coded data components.

11. The non-transitory computer readable medium recited
in claim 7, further comprising transmitting at least one
acknowledgement to at least one source node upon at least
one of receiving a subspace coded data component and
decoding the plurality of subspace coded data components.

12. The non-transitory computer readable medium recited
in claim 7, wherein the subspace codes comprise at least one
of a channel matrix and a matrix representing a code
employed at one or more nodes for encoding the original
electronic data components.

13. A processing method, comprising:

selecting a plurality of network nodes to perform coopera-

tive subspace reception of a subspace coded transmis-
sion from a source node;

selecting a first network channel and an at least second

network channel for receiving a plurality of subspace
coded components at a destination node;
receiving a first set of the subspace coded components on
the first network channel and an at least second set of the
subspace coded components on the at least second net-
work channel, wherein each of the first set and the at
least second set comprises an insufficient number of
linearly independent combinations of original electronic
data components to permit subspace decoding;

combining the first set and the at least second set to produce
acombined set of subspace coded components, the com-
bined set comprising a sufficient number of linearly
independent combinations of the original electronic data
components to permit subspace decoding; and

performing subspace decoding of the combined set of sub-
space coded components to retrieve the original elec-
tronic data components.

14. The method recited in claim 13, wherein the first net-
work channel and the at least second network channel com-
prise at least one of a set of network channels, the set com-
prising a plurality of different multiple access channels on
one network; and a plurality of network channels, each resid-
ing on a different network.

15. The method recited in claim 13, further comprising
monitoring at least one real-time property of the first network
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channel and the at least second network channel; and provid-
ing feedback to the source node based on the monitoring.

16. The method recited in claim 13, further comprising
providing feedback to the destination node upon at least one
of receiving a coded component and decoding the combined
set of subspace coded components.

17. The method recited in claim 13, wherein at least one of
selecting the plurality of network nodes, selecting the first
network channel and the at least second network channel, and
receiving are performed until combining can provide the
combined set with the sufficient number of linearly indepen-
dent combinations.

18. The method recited in claim 13, wherein decoding
comprises employing at least one of a channel matrix and a
matrix representing a code employed at one or more nodes for
encoding the original electronic data components.

19. The method recited in claim 13, wherein the plurality of
network nodes comprises at least one of a set of nodes, the set
comprising peers in a peer-to-peer network and edge servers
in a content delivery network.

20. A non-transitory computer readable storage medium
having computer readable code thereon, the medium com-
prising instructions for implementing the method recited in
claim 13.
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